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L&i n6i dau
TCVN xxxx dwa ra cac yéu cau an toan co ban vé an toan hé théng théng tin theo tirng cap do.

TCVN xxxx:2015 do Cuc An toan théng tin bién soan, B6 Thang tin va Truyén théng dé nghi, Téng

cuc Tiéu chuan Po lwéng Chét lwong thdm dinh, B6 Khoa hoc va Céng nghé cong bé.
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Cdéng nghé théng tin — Cac ky thuat an toan — Yéu cau co’ ban
vé an toan hé théng thong tin theo cap do
1 Pham vi ap dung

Tiéu chudn nay dwa ra cac yéu cau co ban vé an toan hé théng théng tin theo cip d6. Yéu cau an
toan co ban dwa ra cac yéu cau can thiét, toi thiéu phai ap dung dé bdo dam an toan hé thdng
thong tin theo cip dd. TS chirc c6 thé can clr vao yéu cau thyc té clia minh dé xac dinh cac yéu

cau an toan b sung dap (rng cac muc tiéu dat ra.

Tiéu chuan nay c6 thé ap dung cho tat ca cac td chirc. Sau khi, t6 chirc danh gia, xac dinh dwoc
cap do an toan cla hé thdng thong tin clia minh sé& c&n clr vao cac yéu ciu an toan co ban trong
tiéu chuan nay dé thiét k& va ap dung cac bién phap bdo dam an toan théng tin cho hé thdng théng

tin cla minh theo c&p do da xac dinh duorc.

Yéu cau an toan co ban bao gébm hai nhém yéu ciu: yéu cau vé ky thuat va yéu cau vé quan ly.
Nhém yéu cau vé ky thuat giup td chirc, ca nhan cé co s& thiét ké an toan hé thdng théng tin cla
minh trong qua trinh xay dwng hé théng thdng tin cling nhw viéc kiém tra, danh gia an toan hé théng
thong tin clia minh trong qua trinh van hanh, khai thac, st dung. Nhém céc yéu ciu vé quan ly gitp
t6 chirc, ca nhan cé co s& dé xay dung cac chinh sach quan ly an toan thdng tin cho hé thdng cla

minh trong qua trinh van hanh, khai thac, str dung.

Yéu cau an toan co ban dwa ra trong tiéu chuan nay tap trung vao cac yéu cau bdo dam an toan

mang. Cac yé&u cau an toan khac nhw an toan vat ly sé dwoc tham khdo & cac tiéu chuan khac.
2 Tai liéu vién dan
TCVN ISO/IEC 27001:2007 ISO/IEC 27001:2005 “Cbng nghé théng tin - Ky thuat an toan - Hé

théng quan ly an toan théng tin — Cac yéu ciu” (Information Technology — Security techniques —

Information security management system — Requirements)

SP800-53 R4, Security and Privacy Controls for Federal Information Systems and Organizations
3 Thuat ngir va dinh nghia

3.1

An toan théng tin
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Sw bao vé théng tin va hé thdng théng tin tranh bi truy nhap, st dung, tiét 16, gian doan, stra dbi
ho&c pha hoai trai phép nham bdo dam tinh nguyén ven, tinh bado mat va tinh kha dung cta thdng

tin.
3.2
Hé théng théng tin

Tap hop thiét bj phan cirng, phan mém va co sé dir liéu dwoc thiét 1ap phuc vu muc dich tao lap,

cung cap, truyén dwa, thu thap, xt ly, lwu triv va trao ddi thong tin.
3.3
Cép do an toan hé théng thang tin

Mrc d6 an toan can bao dam dbi véi mot hé théng thong tin; hé théng théng tin cang quan trong thi

cap do an toan thong tin cang cao.
3.4
Xam pham an toan théng tin

Hanh vi truy nhap, st dung, tiét 16, lam gian doan, stra dbi, lam sai léch chirc nang, pha hoai trai

phép thong tin va hé théng théng tin

35

Chu quan hé théng théng tin

T& chirc, ca nhan c6 thAm quyén quan ly truc tiép ddi véi hé thdng théng tin ctia minh.
3.6

Mang

Khai niém chung dung dé& chi mang vién théng, Internet va mang may tinh.

3.7

Rui ro an toan théng tin

Nhirng nhan té chi quan hodc khach quan c6 kha ndng &nh hwéng t&i trang thai an toan théng tin.
3.8

Danh gia rui ro an toan thong tin

Viéc phat hién, phan tich, wéc lwong mirc dd ton hai, mbi de doa dbi voi thong tin va hé thdng

théng tin.
3.7

Dich vu an toan théng tin



TCVN XXXX: XXXX
Dich vu bao vé théng tin va hé thdng théng tin cho td chirc, ca nhan.
3.10
Phan mém doc hai

Phan mém cé kha nang gay ra hoat ddng khoéng binh thwdng cho mét phan hay toan bd hé théng
thong tin hodc thuc hién sao chép, stra dbi, x6a bd trai phép théng tin lwu trir trong hé thdng thdng

tin.

3.11

Tinh kha dung

Tinh chat bdo d&m tinh s8n sang ctia théng tin khi can truy nhap va st dung theo yéu cau.
3.12

Tinh bi méat

Tinh chét bdo da&m théng tin khéng bi tiét 16, 16 ot va st dung trai phép.
3.13

Tinh nguyén ven

Tinh chat bdo d&m théng tin khong bi can thiép, stra déi trai phép.

3.14

Sw cb mét an toan thong tin

Viéc théng tin, hé thdng thdng tin bi gay nguy hai, anh hwéng t&i tinh bao mat, tinh nguyén ven

hoac tinh kha dung.
3.15
Hé théng quan ly an toan théng tin

Mot phan clia hé thdng quan 1y toan dién, dwa trén cac rdi ro c6 thé xuét hién trong hoat ddng cla

t6 chirc dé thiét 1ap, trién khai, diéu hanh, gidm sat, soat xét, duy tri va cai tién an toan théng tin.
3.16

Méi de doa

Nguy&n nhan tiém an gay ra sw cd khéng mong mudn, co thé gay tbn hai cho mét hé thdng
hoac td chtrc.

3.17

Chinh sach quan ly an toan
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Quy dinh, quy téc, quy trinh quan ly, khai thac, van hanh va s dung hé théng théng tin bado dam an
toan thong tin.

3.18

Khu vuc hé théng

Khu vire phong may chi hodc khu viee quan tri, van hanh va khai thac stv dung hé théng théng tin.
3.17

Thiét bi mang chinh

Thiét bi gay lén gian doan hoat ddng cuia toan bd hé théng khi xay ra sw cd nhuw: thiét bj chuyén

mach trung tam, thiét bj dinh tuyén, twéong Itra...
3.20
Hé thdng loc phan mém doc hai

Tap hop phan cirng, phan mém dwoc két ndi vao mang dé phat hién, ngan chan, loc va théng ké

phan mém doc hai
3.21
Phan mém phong, chdng ma doc

Phan mém dwoc cai dat trén may tinh, cé chirc nang phat hién, canh bao va x&r ly phan mém doc
hai.

3.22

Hb so cip do hé théng

Ho so, tai liéu lién quan dén viéc danh gia va xac dinh cap dé an toan hé théng théng tin.
3.23

Khu vie xt ly trung tdm

Noi dwoc thiét lap dé dat, dé, bao vé thiét bi mang chinh, may chd cta hé théng trong phong may

chd hoac trung tam dir liéu.
3.24
Két ndi mang bao mat

La két ndi mang st dung cac phwong phap ma héa, xac thwc va nguyén ven théng tin nhw
SSH,SSL, VPN....

10
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4 Téng quan vé bao dam an toan hé théng thong tin theo cap do
4.1  Yéu cau ky thuat va yéu cau quan ly co ban

Céc yéu cau cua tirng cap dd duoc chia lam 2 nhém yéu cau bao gdm: yéu cau vé kj thuat va yéu

cau vé quan ly.

Yéu ciu vé ky thuat co ban bao gdbm cac yéu cau vé bdo dam an toan ha ting mang, bao mat may
chd, ng dung bdo mat va an toan di¥ liéu. Pé dat dwoc cac yéu cau ky thuat, hé thdng théng tin
can phai trién khai thiét 1ap ha tang ky thuat; thiét 1ap hé thdng phan cirng, phdn mém; clu hinh

thiét 1ap cac chinh sach quan ly an toan can thiét cho hé thng.

Yéu cau vé quan ly an toan bao gdm cac yéu cau vé chinh sach quan ly an toan, t6 chirc quan ly an

toan, quan ly nhan lwc, quan ly xay dwng hé théng théng tin, quén Iy van hanh hé thdng.
4.2 Baloai yéu cau co ban

Yéu cau an toan dwoc chia ra lam 3 loai co ban. Loai yéu cau bdo dam an toan théng tin chung cho
ca hé théng nhw yéu cdu mdi trwdng vat ly, ha tAng mang dwoc ky hiéu 1a G. Loai yéu cau lién
quan dén bao mat théng tin di¥ liéu nhw ma hoa dir liéu, chéng sra xdéa thay déi théng tin dwoc ky
hiéu 14 S. Loai yéu cau lién quan dén tinh kha dung cla di¥ liéu nhw kha néng phuc héi, sao lwu dw

phong dwoc ky hiéu la A.

Trong tiéu chuan nay cac yéu ciu co ban duwgc danh nhan theo cac ky hiéu trén theo tirng cip d6

an toan clia hé thdng théng tin.

5 Yéu ciu co’ ban cho cap d6 1

5.1  Yéu cau ky thuat

5.1.1 Bao dam an toan ha ting mang

5.1.1.1 Thiét ké hé théng (G1)

Yéu cau bao gém:

a) Thiét ké cac vung mang trong hé théng theo chirc nang, bao gém co ban co ban cac viing mang:
- Vung mang néi b (LAN)

- Vung mang két ndi hé théng ra bén ngoai Internet va cac mang khac (Outside)
- Vung mang may chd céng cong (DMZ)

b) Phwong an thiét ké bao dam cac yéu cau sau:

- Cung cép kha nang truy nhap, quan tri hé théng tlr xa an toan,

- C6 bién phap quan ly truy nhap va phong chéng xam nhap.

11
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5.1.1.2 Kiém soat truy nhap tir bén ngoai mang (G1)
Yéu cau bao gom:

a) Thiét 1ap hé thdng chi cho phép sir dung cac giao thirc mang cé chirc ndng ma hoéa théng tin nhw
SSH, SSL/TLS, VPN hoéc twong dwong, khi truy nhap quan tri hé thdng, quan Iy va st dung tai

nguyén ndi bd trong hé théng tir cac mang bén ngoai;

b) Kiém soat truy nhap tir bén ngoai vao hé thdng theo tirng dich vu, trng dung cu thé; chén tat ca

céac dich vu, ’ng dung ma hé théng khéng cung cap hodc khéng cho phép tir bén ngoai.
5.1.1.3 Kiém soat truy nhap tir bén trong mang (S1)

Cho phép truy nhap ra bén ngoai cac dia chi Internet, (rng dung, dich vu theo yéu cau nghiép vu;

chan cac dich vu khac khéng phuc vu hoat ddng nghiép vu theo chinh sach cla tb chirc.
5.1.1.4 Phong chéng xam nhap (G1)

a) C6 phwong an phong chéng xam nhap dé bdo vé cac ving mang may chi cong cong;
b) Tw déng cap nhat thoi gian thwe co s& div liéu, d4u hiéu phat hién tan cong.

5.1.1.5 Bao vé thiét bj hé thong(G1)

Yéu ciu bao gém:

a) CAu hinh chirc ndng xac thuc trén cac thiét bj hé théng dé xac thwe nguwdi dung st dung quan tri

thiét bj truc tiép hodc tir xa;

b) Thiét Iap hé thdng chi cho phép s dung céc giao thirc mang cé chirc ndng méa hoa théng tin nhw
SSH, SSL/TLS, VPN hoéc twong dwong khi truy nhap, quan trj thiét bj.

5.1.2 Bao dam an toan may chu
5.1.2.1 Xac thwe (S1)

a) Thiét 1ap chinh sach xac thuc trén may chi dé xac thwe ngudi dung st dung khi khi truy nhap,

quan ly va str dung may chd;
b) Thay ddi cac tai khoan méc dinh trén hé théng hodc vé hiéu héa (néu khéng str dung).
5.1.2.2 Kiém soat truy nhap (S1)

Thiét 1ap hé thdng chi chi cho phép sir dung céac giao thirc mang ¢ chirc nang ma hoa thong tin
nhw SSH, SSL/TLS, VPN hoac twong dwong khi truy nhap, quan tri may cha tr xa théng qua mai

trwdng mang;
5.1.2.3 Nhat ky hé théng (G1)
Yéu ciu bao gém:

a) Ghi nhat ky hé théng bao gébm nhiing thdng tin co ban theo yéu cau thuc té;

12
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b) Bbng b thdi gian gitka may chi véi may cha thei gian;
5.1.2.4 Phéng chéng xam nhap (G1)
Yéu cau bao gém:
a) Loai bé cac tai khoan khéng st dung va cac tai khoan khéng con hop 1é trén may chd;
b) V& hiéu hoéa cac giao thirc mang khéng an toan, cac dich vu hé thdng khéng st dung;

c) Thiét lap hé théng chi cho phép st dung cac giao thirc mang cé chirc ndng ma hoa théng tin nhw

SSH, SSL/TLS, VPN hoéc twong dwong khi két ndi, truy nhap, quan tri may cha ti xa.
5.1.2.5 Phong chéng phan mém doc hai (G1)

Cai dat phdn mém x& ly phan mém ddc hai va thiét 1ap ché dd tw ddng cap nhat co sé& di liéu cho

phan mém.

5.1.3 Bao dam an toan trng dung
5.1.3.1 Xac thwe (S1)

Yéu cau bao gém:

a) Thiét 1ap cau hinh trng dung dé xac thwe ngwdi st dung khi quan tri, ciu hinh ciu hinh trng dung

va str dung tng dung (néu rng dung can quan ly truy nhap);
b) Lwu tri» ma hoa thong tin xac thwe trén hé théng.
5.1.3.2 Kiém soat truy nhap (S1)

Thiét 1ap hé thdng chi cho phép st¥ dung cac giao thirc mang cé chirc ndng ma héa théng tin nhw
SSH, SSL/TLS, VPN hoac twong dwong khi truy nhap, quan tri (’ng dung tir xa théng qua méi

trwrd'ng mang;
5.1.4 An toan dir liéu
5.1.4.3 Sao lwu dw phong (Al)

Thuwe hién sao lwu, dw phong cac thdng tin, di¥ liéu co ban sau: tap tin cdu hinh hé théng, anh hé

diéu hanh may chd, so s& di liéu; di liéu, théng tin nghiép vu.

C6 hé théng/phwong tién sao lwu dw phong doc 1ap véi hé théng Iwu triv trén cac may chad dich vu
dé lwu trir dw phong.

5.2  Yéucau quanly

5.2.1 Chinh sach an toan théng tin

5.2.1.1. Chinh sach an toan thdéng tin (G1)

Bao gdm cac yéu cau sau:

a) Xay dwng chinh sach an toan théng tin co ban cho ngudi sir dung bao gém:

13
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- Chinh sach truy nhédp mang va tai nguyén trén Internet

- Cai dat va str dung may tinh an toan

b) Xay dwng chinh sach an toan théng tin cho ngudi quan tri bao gém:
- Quan ly an toan mang

- Quan ly an toan may chad va (rng dung.

5.2.2 Toé chirc bao dam an toan théng tin

5.2.2.1 Lién lac vé&i nhirng co’ quan/té chirc cé tham quyén (G1)
Yéu ciu bao gém:

a) Xac dinh va Iwu thong tin cac co quan cd chirc nang quan ly va thwc thi cong tac bao dam an

toan thoéng tin;

b) Xac dinh va lwu théng tin cac co quan trong cdng tac hd tro diéu phdi xt ly sw cb an toan théng
tin

5.2.2.2 Lién lac v&i cac nhém chuyén gia (G1)

Yéu ciu bao gém:

a) Xac dinh va lwu théng tin cac chuyén gia/nhém chuyén gia trong linh vyc an toan théng tin;

b) X&c dinh va lwu théng tin co quan, t6 chirc cung cép dich vu an toan thong tin.

5.2.3. Quan ly xay dwng hé théng théng tin (G1)

5.2.3.1.Xac dinh cap do an toan hé théng théng tin

Yéu ciu bao gébm:

a) C6 tai lieu md td quy mé, pham vi va déi twong st dung, khai thac, quan ly van hanh hé théng

théng tin;

b) C6 tai liéu mé ta cac thanh phan cta hé théng théng tin bao gbm: cac ving mang chirc nang; hé
théng thiét bi mang, thiét bi bdo mat; hé théng may chi hé théng; hé théng may chd ng dung; dich

vu va cac thanh phan khac trong hé thdng théng tin;

c) Co tai liéu md ta, giai thich tinh phu hop ctia cip do dé xuét.
5.2.3.2 Thiét ké an toan hé théng théng tin

Yéu cau bao gom:

a) Co tai liéu mo ta thiét ké hé thdng thong tin;

b) Co tai liéu thiét ké phwong an bao dam an toan thdng tin theo yéu cau thiét ké hé théng.

14
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5.2.4 Quan ly van hanh hé théng
5.2.4.1 Quan ly an toan mang
Yéu cau bao gém:

a) Xay dung chinh sach quan ly an toan mang dé quan ly kiém soat truy nhap di vao va tir hé théng

dira

b) Xay dwng quy trinh quan ly, van hanh hoat déng binh thwdng ctia hé théng.

5.2.4.2 Quan ly an toan may chu va rng dung

Yéu cau bao gém:

a) Xay dwng chinh sach quan ly an toan may chi va ng dung, bao gdm cac yéu cau co ban sau:
- Chinh sach truy nhap va quan tri may chu va tng dung;

- Chinh sach truy nhap mang;

b) Xay dwng quy trinh quan ly, van hanh hoat déng binh thwéng cia hé théng may chi va dich vu.
6 Yéu cau co’ ban cho cap dé 2

6.1  Yéu cau ky thuat

6.1.1 Bao dam an toan ha ting mang

6.1.1.1 Thiét ké hé théng (G2)

a) Thiét ké cac ving mang trong hé théng theo chirc ndng, bao gdm co ban co ban cac viing mang:
- Vung mang ndi bd (LAN)

- Vung mang két ndi hé théng ra bén ngoai Internet va cac mang khac (Outside)

- Vung mang may chd céng céng (DMZ)

- Vung mang may chud ndi bo (Server Farm)

- Vung mang may chd quan tri (Management)

b) Phwong an thiét k& bdo dam céac yéu cau sau:

- Thiét ké phan vung mang riéng cho mang khéng day (néu co) tach biét véi cac vang mang chirc

nang

- Cung cép kha nang truy nhap, quan tri hé théng tir xa an toan
- C6 bién phéap quan ly truy nhap va phong chdng xam nhép.
6.1.1.2 Kiém soat truy nhap tir bén ngoai mang (G2)

Yéu ciu bao gém:

15



TCVN XXXX:XXXX

a) Thiét 1ap hé thdng chi cho phép sl dung cac giao thirc mang ¢ chirc ndng ma hoéa théng tin nhw
SSH, SSL/TLS, VPN hoéc twong dwong, khi truy nhap quan tri hé thdng, quan ly va st dung tai

nguyén ndi bd trong hé théng tir cac mang bén ngoai;

b) Kiém soat truy nhap tir bén ngoai vao hé thdng theo tirng dich vu, (rng dung cu thé; chan tat ca

céac dich vu, ’ng dung ma hé théng khéng cung cap hodc khéng cho phép tir bén ngoai;

c) Thiét 1ap gi¢i han thoi gian chd (timeout) dé déng phién két ndi khi hé théng khéng nhan dwoc
yéu cau tlr ngudi dung.

6.1.1.3 Kiém soat truy nhap tir bén trong mang (S2)

Cho phép truy nhap ra bén ngoai cac dia chi Internet, (rng dung, dich vu theo yéu cau nghiép vu;

chan cac dich vu khac khéng phuc vu hoat ddng nghiép vu theo chinh sach cla tb chirc.
6.1.1.4 Nhat ky hé théng (G2)

Yéu cau bao gém:

a) Thiét 1ap chlrc nang ghi, lwu trir nhat ky hé théng trén cac thiét bi;

b) St dung may chi thoi gian trong hé thdng dé déng bo thoi gian gitka cac thiét bi mang, thiét bj

dau cudi va cac thanh phan khac trong hé théng.
6.1.1.7 Bao vé thiét bi hé thong (G2)
Yéu cau bao gdm:

a) CAu hinh chirc ndng xac thuc trén cac thiét bj hé théng dé xac thwe nguwdi dung st dung quan tri

thiét bj truc tiép hodc tir xa;

b) Thiét Iap hé théng chi cho phép st dung céc giao thirc mang cé chirc ndng ma héa théng tin nhw
SSH, SSL/TLS, VPN hoac twong dwong khi truy nhap, quan tri thiét bi;

c) Cho phép han ché céac dia chi IP, dia chi mang c6 thé két két ndi, quan tri thiét bi tr xa.
6.1.2 Bao dam an toan may chu
6.1.2.1 Xac thue (S2)

a) Thiét 1ap chinh sach xac thuc trén may chi dé xac thwe nguwdi dung st dung khi khi truy nhap,

quan ly va str dung may chu;

b) Thiét Iap chinh sach an toan mat khdu cho may chid bao gém céc yéu cau co ban sau:
- Yéu cau thay dbi mat khau méc dinh,

- Thiét 1ap thoi gian yéu ciu thay di mat khau,

- Thiét 1ap thoi gian mat khau hop 18,

- Thiét 1ap quy tdc dat mat khau vé sb ky tw, loai ky tw;
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c) Thay ddi cac tai khodn méc dinh trén hé thdng hodc vo hiéu héa (néu khong sir dung).
6.1.2.2 Kiém soat truy nhap (S2)
Yéu cau bao gém:

a) Thiét lap hé théng chi chi cho phép st dung cac giao thirc mang cé chirc nang ma hoa thdng tin
nhw SSH, SSL/TLS, VPN hoac twong dwong khi truy nhap, quan tri may cha tr xa théng qua mai

trwedng mang;

b) Thiét l1ap gi¢i han thoi gian che (timeout) dé déng phién két néi khi may chd khdng nhan duoc
yéu cau tlr nguoi dung.

6.1.2.3 Nhat ky hé théng (G2)

Yéu cau bao gém:

a) Ghi nhat ky hé théng bao gém nhi¥ng théng tin co’ ban sau:

- Théng tin két néi mang t&i may cha (Firewall log)

- Théng tin dang nhap vao may chu

- L6i phat sinh trong qué trinh hoat dong

- Céc théng tin khac can ghi nhat ky theo yéu cau thuc té (néu co)

b) Bbng bd thdi gian gitka may chii véi may cha thdi gian;

c) Lwu nhat ky hé théng trong khodng thoi gian téi thiéu [a 01 thang.

6.1.2.4 Phong chdng xam nhap (G2)

Yéu ciu bao gébm:

a) Loai bé cac tai khoan khong st dung va cac tai khoan khéng con hop 1€ trén may chu;
b) V6 hiéu hoa cac giao thirc mang khéng an toan, cac dich vu hé théng khéng st dung;

c) C6 thiét lap co ché cap nhat, xt ly ban va diém yéu an toan théng tin cho hé diéu hanh va cac

dich vu hé théng trén may chu.
6.1.2.5 Phong chéng phan mém déc hai (G2)
a) Cai dat phan mém x& ly phAn mém ddc hai va thiét 1ap ché do tw dong cap nhat co s& di liéu
cho phan mém;
b) Cé phwong an kiém tra, do quét, x&r ly phan mém doc hai cho cac phan mém trwdc khi cai dat
Ién may cha.
6.1.2.5 Xtr ly may chu khi chuyén giao (G2)
C6 co ché xda sach théng tin, di liéu trén may chi khi chuyén giao hodc thay déi muc dich st
dung.
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6.1.3 Bao dam an toan trng dung
6.1.3.1 Xac thwe (S2)
Yéu cau bao gom:

a) Thiét 1ap cau hinh trng dung dé xac thuc ngwdi st dung khi quan tri, ciu hinh ciu hinh &ng dung

va str dung tng dung (néu rng dung can quan ly truy nhap);

b) Thiét Iap chinh sach an toan mat khdu cho may chdi bao gdm céc yéu cau co ban sau:
- Yéu cau thay dbi mat khau mac dinh,

- Thiét 1ap th&i gian yéu cau thay déi mat khau,

- Thiét 1ap thdi gian mat khau hop 18,

- Thiét 1ap quy tic dat mat khau vé sb ky tw, loai ky tw;

c) Lwu trlir ma héa théng tin xac thuc trén hé théng;

d) Han ché s lan dang nhap sai trong khoang th&i gian nhét dinh véi tai khoan nhét dinh.
6.1.3.2 Kiém soat truy nhap (S2)

Yéu ciu bao gém:

a) Thiét 1ap hé thdng chi cho phép sl dung cac giao thirc mang cé chirc ndng ma hoéa thong tin nhw
SSH, SSL/TLS, VPN hoac twong dwong khi truy nhap, quan tri (’\ng dung tr xa théng qua mbi

trwrdng mang;

b) Thiét lap hé thédng cdm truy nhap trwc vao trang quan tri, cdng quan tri (’ng dung tir cac mang
bén ngoai ma can thwc hién gian tiép bang cach s dung mang riéng do hodc cac phuwong thirc

khac twong dwong;

c) Thiét l1ap gi¢i han thoi gian chd (timeout) d& déng phién két ni khi 'ng dung khdng nhan dwoc

yéu cau tr nguoi dung.

6.1.3.3 Nhat ky hé théng (G2)

Yéu ciu bao gém:

a) Ghi nhat ky hé théng bao gbm nhirng thdng tin co’ ban sau:

- Théng tin théng tin thoi gian, dia chi, tai khodn (néu cé), ndi dung truy nhap va sir dung (rng dung

trng dung
- Théng tin céac 16i phat sinh trong qua trinh hoat déng,
- Théng tin dang nhap khi quan trj (’ng dung

b) Lwu nhat ky hé thdng trong khodng thdi gian t6i thiéu 14 01 thang.
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6.1.4 An toan dir liéu
6.1.4.1 Bao mat dir liéu

Lwu tri» c6 ma hoa céc thong tin, dir liéu (khdng phai la théng tin, div liéu cong khai) trén hé théng

Iwu tri¥/phwong tién lwu triv.
6.1.4.2 Sao lwu dw phong (A2)

a) Lwu trir dw phong cac théng tin, div liéu co ban sau: tap tin cAu hinh hé théng, anh hé diéu hanh

may chu, so s& di¥ liéu; di¥ liéu, thong tin nghiép vu;

b) Phan loai va quan ly cac di¥ liéu dwoc lwu trir theo tirng loai/nhém thdng tin dwgc gan nhan khac

nhau.

6.2 Yéucau quanly

6.2.1 Chinh sach an toan théng tin

6.2.1.1. Chinh sé&ch an toan thdng tin

Bao gébm céac yéu cau sau:

a) Xay dwng chinh sach an toan théng tin co ban cho ngudi str dung bao gém:
- Truy nhap, st dung tai nguyén trén ndi bd

- Chinh sach truy nhap mang va tai nguyén trén Internet

- Cai dat va sir dung may tinh an toan

b) Xay dwng chinh sach an toan théng tin cho ngudi quan tri bao gém:

- Quan ly an toan mang

- Quan ly an toan may cha va &ng dung

- Quan ly an toan dir liéu

- Quan ly an toan dir liéu.

6.2.2 T6 chirc bao dam an toan théng tin

6.2.2.1 Lién lac vé&i nhirng co’ quan/té chirc cé tham quyén Yéu cau bao gom:
Yéu ciu bao gém:

a) Xac dinh va Iwu théng tin cac co quan cd chirc nang quan ly va thyc thi cong tac bao dam an
toan théng tin;

b) Xéac dinh va lwu théng tin cac co quan trong cong tac hé tro diéu phdi x ly sw cb an toan théng
tin;

c) Clr ddu méi lién hé/dai dién t6 chirc v&i co quan/td chirc cd thdm quyén.
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6.2.2.2 Lién lac vé&i cac nhém chuyén gia

Yéu cau bao gém:

a) Xac dinh va lwu théng tin cac chuyén gia/nhém chuyén gia trong linh vic an toan théng tin;
b) X&c dinh va lwu théng tin co quan, t6 chirc cung cap dich vu an toan théng tin.

c) Clr ddu médi lién hé/dai dién t6 chirc v&i cac nhém chuyén gia.

6.2.3. Bao dam nguén nhan lwc

6.2.3.1 Cham durt hodc thay déi cong viéc

a) C6 quy dinh vé quan ly cac quy trinh, thi tuc can bd théi viéc, quy trinh nghi viéc ctia can bd can

tuan tha theo quy trinh, thd tuc da quy dinh;

b) C6 quy trinh vd hiéu héa tat c& cac quyén truy cap théng tin riéng cta td chirc, quyén truy cap,

quan tri hé théng sau khi co can b thoi viéc;

c) C6 quy trinh thu hdi tit ca cac van ban, gidy td, cac thé tin dung, cac thé truy cap, thdng tin dwoc
lwu trén cac phwong tién dién tir; cac trang thiét bi may méc, phan cirng, phan mém va cac tai san

khac ctia td chirc do can bd quan Iy va st dung.

6.2.4. Quan ly xay dwng hé théng théng tin

6.2.4.1. Xac dinh cap doé an toan hé théng théng tin
Yéu ciu bao gébm:

a) Co tai liéu md ta quy mo, pham vi va déi twong s dung, khai thac, quan ly van hanh hé théng

théng tin;

b) C6 tai liéu mé ta cac thanh phan cla hé théng thong tin bao gdm: cac viing mang chirc nang; hé
théng thiét bi mang, thiét bi bdo mat; hé théng may chu hé thdng; hé théng may chi trng dung; dich

vu va cac thanh phan khac trong hé thdng thong tin;

c) C6 tai liéu mo ta, gidi thich tinh phu hop ctia cap dd dé xuét.
6.2.4.2 Thiét ké an toan hé théng théng tin

Yéu ciu bao gém:

a) C6 tai liéu mo ta thiét ké hé thdng thong tin;

b) Cé tai liéu mé ta phwong an Iya chon gidi phap cong nghé;

c) C6 tai liéu thiét ké phwong an bdo dam an toan théng tin theo yéu cau thiét ké hé thdng.
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6.2.5 Quan ly van hanh hé théng
6.2.5.1 Quan ly an toan mang
Yéu cau bao gém:
a) Xay dwng chinh sach quan ly an toan mang, bao gébm cac yéu ciu co ban sau:
- Chinh sach quan ly kiém soat truy nhap di vao va tir hé théng di ra
- Chinh séach truy nhap va quan ly cdu hinh hé thdng
b) Xay dwng quy trinh quan ly, van hanh hoat déng binh thwéng cla hé théng;

c) Xay dwng quy trinh cap nhat; sao lwu, dw phong cac tép tin cdu hinh hé thdng va quy trinh khoi

phuc hé théng sau khi xay ra sw cb.

6.2.5.2 Quan ly an toan may chu va rng dung

Yéu cau bao gém:

a) Xay dwng chinh sach quan ly an toan may chd va ng dung, bao gdbm cac yéu cau co ban sau:
- Chinh sach vé quan ly va st dung may chil va &ng dung an toan,

- Chinh sach truy nhap va quan tri may chd va ng dung,

- Chinh sach truy nhap mang,

- Chinh sach sao lwu va dw phong va khdi phuc ciu hinh hé théng,

b) Xay dwng quy trinh quan ly, van hanh hoat déng binh thwéng cia hé théng may chd va dich vu.

c) Xay dung quy trinh cap nhat; sao lwu, dw phong cac tép tin cdu hinh hé thdng, tép tin dw phong

hé diéu hanh va cac di¥ liéu quan trong khac va quy trinh khdi phuc sau khi xay ra sw cb.
6.2.5.3 Quan ly an toan dir liéu
Yéu cau bao gém:

a) Xay dung chinh sach sao lwu, dw phong va phéi phuc dir liéu bao gém: tan suét sao lwvu dw
phong, phwong tién lwu triv, thoi gian lwu trie; noi lwu triv, phwong thire lwu triy va phwong thire 1ay

di¥ liéu ra khdi phwong tién lwu triv.

b) Xay dung danh sach thdng tin, tép tin va dir liéu, phan mém va céac tai nguyén khac trén hé

thdng can du phong;

c) Xay dwng quy trinh sao lwu dw phong, dinh ky 01 thang thwc hién quy trinh sao lwu dw phong.
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7 Yéu cau co’ ban cho cap do 3

7.1  Yéu cau ky thuat

7.1.1 Bao dam an toan ha ting mang

7.1.1.1 Thiét ké hé théng (G3)

Yéu cau bao gém:

a) Thiét ké& cac vung mang trong hé thdng theo chirc ndng, bao gébm co ban co ban cac viing mang:
- Vung mang néi b (LAN)

- Vung mang bién (Outside)

- Vung mang may chd cong céng (DMZ2)

- Vung mang may chu ndi bd (Server Farm)

- Vung mang cho may chu co s& dir liéu (Database)

- Vung mang may chd quan tri (Management)

- Vung mang khac (néu cd) theo yéu cau, muc dich ctia td chirc
b) Phwong an thiét ké bdo ddm cac yéu cau sau:

- Khoéng trién khai cac may chl co s& di liéu hodc dat co s& dir liéu, may chd ndi bod trong ving

mang may chu céng céng
- Thiét ké viing mang néi bd thanh cac mang chirc nang theo yéu cau nghiép vu (VLAN)

- Thiét ké phan viing mang riéng cho mang khéng day (néu co) tach biét véi cac vang mang chirc

nang

- Thiét 1ap mét ving mang riéng (ving mang quan tri thiét bj) bao gém cac dia chi quan tri ctia cac

thiét bi hé thdng; kiém soat, giam sat cac truy nhap tir ving mang khac vao viing mang nay
- C6 bién phap quan ly truy nhap va phong chéng xam nhap
- C6 phwong an chan loc phdn mém ddc hai trén méi trwéng mang

- Céc thiét bi mang chinh c6 thiét ké du phong bdo dam tinh kha dung cla hé théng cla hé théng;
nang lwc cha thiét bi dap ng theo quy mé hé théng mang, sb lwong dich vu cung cép va nguoi

dung c¢6 trong hé thdng

- C6 phwong an truy nhap, quan tri hé thdng t xa an toan

- C6 phwong an phong chdng tan céng tir chéi dich vu

- C6 phwong an giam sat tap trung hoat déng binh thwong clia hé théng

- C6 phwong an giam sat tap trung sw kién an toan théng tin trén hé théng
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- C6 phwong an quan ly lwu trir tap trung
- C6 phwong an quan ly dang nhap tap trung
- C6 phwong an quén ly cap nhat ban va, diém yéu an toan théng tin tap trung

- C6 phwong an quan ly tap trung cac phan mém phong chéng ma doc trén cac may chi/may tinh

nguoi dung trong hé thdng.
7.1.1.2 Kiém soat truy nhap tir bén ngoai mang (G3)
Yéu cau bao gom:

a) Thiét 1ap hé thdng chi cho phép sl dung cac giao thirc mang cé chirc ndng ma hoéa théng tin nhw
SSH, SSL/TLS, VPN hoac twong dwong khi truy nhap, quan ly va st dung tai nguyén néi b6 trong

hé théng tlr cac mang bén ngoai:

b) Kiém soat truy nhap tir bén ngoai vao hé théng theo tirng dich vu, (’ng dung cu thé; chan tat ca

céac dich vu, ’ng dung ma hé théng khéng cung cap hodc khéng cho phép tir bén ngoai;

c) Thiét 1ap gi¢i han thi gian chd (timeout) dé déng phién két néi khi hé théng khéng nhan dwoc

yéu cau tlr ngudi dung.

d) Phan quyén va cip quyén truy nhap tir bén ngoai vao hé thdng theo theo tirng ngwdi dung hodc

nhém ngudi ding cén ct theo yéu cau nghiép vu, yéu cau quan ly;

d) Gi6i han s6 lwong két néi ddng thoi tlr mot dia chi ngudn va tdng sb lwong két ndi ddng thdi cho

tirng ng dung, dich vu hé thdng cung cap theo quy mé va kha ndng cung cap cla hé thdng.
7.1.1.3 Kiém soat truy nhap tir bén trong mang (S3)
Yéu ciu bao gébm:

a) Gidi han cac dich vu dwoc cho phép truy nhap ra bén ngoai theo yéu cau nghiép vu va cac ving
mang chirc ndng trong hé théng, cAm toan bd cac truy nhap khong can thiét khac tuy thudc vao

chinh sach cla t6 chirc;

b) Cé phwong an quan ly cac thiét bj dau cudi, may tinh nguwdi dung két néi vao hé théng mang
(theo dia chi vat ly, dia chi logic), chi cho phép thiét bi dau cudi, may tinh ngwdi st dung hop & két

ndi vao hé thdng.

7.1.1.4 Nhat ky hé théng (G3)

Yéu ciu bao gém:

a) Thiét 1ap chirc nang ghi, lwu tri nhat ky hé théng trén cac thiét bj;

b) St dung may chd thdi gian trong hé théng dé ddng bé théi gian gitra cac thiét bi mang, thiét bi

dau cudi va cac thanh phan khac trong hé thdng;
c) Théng tin vé truy cap ng dung dich vu can ghi nhat ky bao gém:
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- Thoi gian két ndi,

- Théng tin két ndi mang (dia chi IP, céng két ndi),

- Hanh dong dbi véi két ni (cho phép, ngén chan),

- Théng tin cac thiét bi dau cudi két ndi vao hé thdng theo dia chi vat ly va logic,
- Théng tin cdnh béo tir cac thiét bi;

d) Gidi han tai nguyén cho chirc nang ghi nhat ky trén thiét bi, d& bdo dam chirc nang nay khéng

lam anh hwéng, gian doan hoat dong cuia thiét bj;

d) Lwu trir va quan ly tap trung nhat ky hé thdng trén hé théng quan Iy nhat ky hé théng tap trung;
e) Lwu trir nhat ky hé thdng cua thiét bj téi thiéu 03 thang.

7.1.1.5 Phong chéng xam nhap (G3)

Yéu cau bao gém:

a) Co6 phwong an phong chéng xam nhap dé bao vé cac ving mang may chi cdng céng, may chi

ndi bd, may cha co s& dir li€u va vung mang ndi bg;
b) Tw déng cap nhat thoi gian thuc co s& div liéu, d4u hiéu phat hién tan cong;

c) Bdo ddm nang lwc hé théng bao ddm dap trng dd theo yéu cau theo quy md sb lwong ngudi

dung va dich vu, trng dung ctia hé théng cung cép;

d) C6 phwong an tw ddng x& ly bdo dam hoat ddng binh thwéng clia hé théng khi hé thdng xay ra

sw cd.

7.1.1.6 Phong chéng phan mém doc hai trén méi triwéyng mang (G3)

Yéu cau bao gém:

a) Cé phwong an phong chdng phan mém doc hai trén mai trwdng mang dé bao vé viing mang noi
bo;

b) Tw ddng cap nhat thoi gian thuc co s& di liéu cho hé théng phong chéng phan mém déc hai.

c) Bdo dam nang lyc hé théng bao dam dap (ng du theo yéu cau theo quy md sb lwong ngudi

dung va dich vu, irng dung ctia hé théng cung cép.
7.1.1.7 Bao vé thiét bi mang (G3)
Yéu cau bao gom:

a) CAu hinh chirc nang xac thuce trén céc thiét bj hé théng dé xac thye ngudi dung st dung quan tri
thiét bj trwec tiép hoac twr xa;

b) Thiét Iap hé théng chi cho phép str dung céac giao thirc mang cé chirc ndng méa héa théng tin nhw
SSH, SSL/TLS, VPN hoéc twong dwong khi truy nhap, quan tri thiét bi;
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c) Cho phép han ché céac dia chi IP, dia chi mang c6 thé két két ndi, quan tri thiét bj tir xa;
d) Han ché duoc sé 1an dang nhap sai khi quan tri hoac két néi quan tri tr xa theo dia chi IP nguén;
d) Phan quyén truy nhap, quan trj thiét bj di v&i cac tai khoan quan tri cé quyén han khac nhau.
7.1.2 Bao dam antoan may chu
7.1.2.1 Xac thwe (S3)

a) Thiét 1ap chinh sach xac thuc trén may chi dé xac thwe nguwdi dung st dung khi khi truy nhap,

quan ly va str dung may chu;

b) Thiét Iap chinh sach an toan mat khdu cho may chdi bao gdm céc yéu cau co ban sau:

- Yéu cau thay di mat khau mac dinh,

- Thiét 1ap th&i gian yéu cau thay déi mat khau,

- Thiét 1ap thoi gian mat khau hop 18,

- Thiét 1ap quy tc dat mat khau vé sb ky tw, loai ky tw;

c) Thay ddi cac tai khodn méc dinh trén hé thdng hodc v6 hiéu héa (néu khong str dung);

d) Han ché sb 1an dang nhap sai trong khoang thdi gian nhét dinh véi moét tai khodn nhét dinh;

d) Thiét 1ap cAu hinh dé v6 hiéu hda tai khodn néu tai khodn dé dang nhap sai nhiéu 1an vuot s6 1an

quy dinh;

e) Théng tin xac thwc yéu cau can thay ddi dinh ky 03 thang/lan);
g) Quan ly théng tin xac thuwc trén hé théng quan ly tap trung.
7.1.2.2 Kiém soat truy nhap (S3)

Yéu cau bao gém:

a) Thiét 1ap hé thdng chi chi cho phép st dung cac giao thirc mang cé chirc ndng mé hoéa théng tin
nhw SSH, SSL/TLS, VPN hoac twong dwong khi truy nhap, quan tri may chd tir xa théng qua mai

trwdng mang;

b) Thay ddi cbng quan tri méc dinh cla may chi;

c) Thiét 1ap gi&i han thoi gian cho (timeout) d& dong phién két ndi khi may chi khéng nhan dwoc
yéu cau tlr ngudi dung;

d) Gi&i han dia chi IP nguén dwoc phép truy nhap, quan tri may chi ti xa;

d) Thiét lap hé thdng khéng truy nhap trwc tiép cbng quan tri, phan mém quan tri may chi tir cac
mang bén ngoai; thyc hién gian tiép thong qua két néi mang riéng do hodc cac phwong thirc khac

twong duong.
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7.1.2.3 Nhat ky hé théng (G3)

Yéu cau bao gém:

a) Ghi nhat ky hé théng bao gém nhi¥ng théng tin co’ ban sau:

- Théng tin két néi mang t&i may cha (Firewall log),

- Thong tin trang thai hoat ddng ctia may chu (CPU, RAM, Network...),
- Théng tin céac 16i phat sinh trong qua trinh hoat déng,

- Théng tin dang nhap va truy nhap tai nguyén trén may cha,

- Théng tin quan tri, thay dbi cAu hinh trén may cha (thdi gian, dia chi, tai khoan truy nhap va thao

tac trén may chi va cac théng tin quan tri khac can ghi nhat ky (néu cd),

- Céc thong tin khac can ghi nhat ky theo yéu cau thuc té (néu co);

b) Bbng bd thdi gian gitra may chi véi may chi thdi gian ctia hé théng:

c) Gi6¢i han dd dung lwong lwu trir nhat ky hé thédng dé khéng mat hodc tran nhat ky hé thng;

d) Quan ly va lwu tri nhat ky hé thdng trén hé théng quan ly nhat ky hé thdng tap trung, gt dir liéu

nhat ky hé thdng vé hé théng trung tam theo thoi gian thuec;

d) Lwu nhat ky hé théng trong khoang thai gian téi thiéu 1a 03 thang.

7.1.2.4 Phong chéng xam nhap (G3)

Yéu ciu bao gém:

a) Loai bé cac tai khoan khong st dung va cac tai khoan khéng con hop 1é trén may chu;

b) V& hiéu hoéa cac giao thirc mang khdng an toan, cac dich vu hé théng khéng st dung;

c) St dung twéng Itra clia hé diéu hanh may chd dé cAm cac truy nhap trai phép téi may cha;

d) C6 co ché cap nhat va x( ly ban va, diém yéu an toan théng tin cho hé diéu hanh va cac dich vu

hé thdng trén may cha tlr hé théng quan ly tap trung.
7.1.2.5 Phong chéng phan mém déc hai (G3)
Yéu ciu bao gém:

a) Cai dat phan mém x& ly phdn mém doc hai (anti-virus) va thiét 1ap ché do tw déng cap nhat co

s& di¥ liéu cho phan mém;

b) Cé phwong an kiém tra, do quét, x&r ly phan mém doc hai cho cac phan mém trwdc khi cai dat
|én may ch;

c) Quan ly tap trung (cap nhat, cdnh bao va quan ly) cac phan mém phong chéng ma doc trén may

chd va cac may tinh ngudi st dung trong hé thdng.
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7.1.2.6 Xt ly may chu khi chuyén giao (S3)
Khi chuyén giao hoéac thay dbi muc dich st dung phai thwc hién:
a) Sao lwu, dy phong théng tin, di¥ liéu trén may chd, anh cia hé diéu hanh may cha;
b) Xéa toan bd di¥ liéu lwu trir trén may chid va xéa hé diéu hanh may cha.
7.1.3 Bao dam an toan trng dung
7.1.3.1 Xac thwe (S3)
Yéu ciu bao gém:

a) Thiét 1ap cau hinh trng dung dé xac thuwc ngwdi st dung khi quan tri, ciu hinh céu hinh trng dung

va st dung tng dung (néu rng dung can quan ly truy nhap);

b) Thiét Iap chinh sach an toan mat khiu cho may chdi bao gdm céc yéu cau co ban sau:
- Yéu cu thay dbi mat khau méc dinh,

- Thiét 1ap th&i gian yéu cau thay déi mat khau,

- Thiét 1ap thdi gian mat khau hop 18,

- Thiét 1ap quy tic dat mat khau vé sb ky tw, loai ky tw;

c) V6 hiéu héa hodc thay ddi cac thong tin cac tai khodn méc dinh (néu co);

d) Lwu trir ma hoéa thong tin xac thuwe trén hé thdng;

d) Ma hoa thong tin xac thwce trwdc khi glri qua méi trwedng mang;

e) Thiét 1ap cAu hinh trng dung dé ngén can viéc d&ng nhap tw dong;

g) Han ché sb 1an dang nhap sai trong khoang thdi gian nhét dinh véi tai khoan nhét dinh;
h) Quén ly thdng tin xac thwe trén hé thdng quan ly tap trung.

7.1.3.2 Kiém soat truy nhap (S3)

Yéu cau bao gém:

a) Thiét 1ap hé thdng chi cho phép sl dung céc giao thirc mang ¢ chirc ndng ma hoéa théng tin nhw
SSH, SSL/TLS, VPN hoac twong dwong khi truy nhdp, quan tri ’ng dung tr xa thébng qua moi

trwdng mang;

b) Thiét 1ap hé thdng cdm truy nhap trwc vao trang quan tri, cdng quan tri (’ng dung t&r cac mang
bén ngoai ma can thwc hién gian tiép bang cach sir dung mang riéng &o hodc cac phuwong thirc

khac twong duong;
c¢) Gi¢i han dia chi IP quan tri dwgrc phép truy nhap, quan tri (’ng dung tr xa;

d) Thay dbi, tach biét cong két ndi quan tri r’ng dung véi céng cung cép dich vu (rng dung;
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d) Thiét lap gi¢i han thoi gian chd (timeout) dé dong phién két ndi khi (’ng dung khéng nhan dwoc
yéu cau tlr ngudi dung;

e) Phan quyén truy nhap, quan tri, st dung tai nguyén khac nhau cia tng dung véi ngudi st dung/
nhém ngudi st dung cé chirc nang, yéu cau nghiép vu khac nhau.

7.1.3.3 Nhat ky hé théng (G3)

Yéu cau bao gom:

a) Ghi nhat ky hé théng bao gém nhi¥ng théng tin co' ban sau:

- Théng tin théng tin thei gian, dia chi, tai khodn (néu c6), ndi dung truy nhap va st dung trng dung

rng dung,
- Théng tin céac 16i phat sinh trong qua trinh hoat déng,
- Théng tin quan tri, thay dbi cu hinh (ng dung,

b) Quan ly va lwu trir nhat ky hé théng trén hé théng quan Iy nhat ky hé théng tap trung, g&vi di¥ liéu

nhat ky hé thdng vé hé théng trung tam theo thoi gian thuec;

c) Nhat ky hé thdng phai dwoc lwu trik trong khodng thoi gian tdi thiéu 1a 03 thang.
7.1.3.4 Bao mat thong tin lién lac (S3)

Yéu ciu bao gém:

a) M& héa thong tin, di liéu (khéng phai & théng tin, di liéu cong khai) trwéc khi truyén dwa, trao

ddi qua mdi trwérng mang;

b) S&r dung giao thirc mang c6 chirc nang ma héa théong tin nhw SSH, SSL/TLS, VPN hoac twong

duwong.
7.1.3.5 Chéng chéi bé (G3)
Yéu cau bao gém:

a) Cung cap chirc ndng chirc thire, xac minh théng tin, ngudn gtvi théng tin khi trao déi thong tin, di

liéu (khdng phai la thong tin, dr liéu cong khai) qua moi trrdng mang;

b) Ap dung co ché xac thuc hai chiéu khi trao dbi di¥ liéu quan trong qua mai trwéng mang.
7.1.4 An toan dir liéu

7.1.4.1 Nguyén ven dir liéu (S3)

C6 phwong an quan ly, lwu triv di liéu quan trong trong hé théng bdo dam tinh nguyén ven.
7.1.4.2 Bao mat div liéu (S3)

Lwu trlr c6 ma hda cac théng tin, di liéu (khéng phai la théng tin, dir liéu cong khai) trén hé théng

Iwu trli/phwong tién lwu triv.
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7.1.4.3 Sao lwu dw phong (A3)

a) Thuc hién sao lwu, dw phong cac thdng tin, dir liéu co ban sau: tap tin cau hinh hé théng, anh hé

diéu hanh may chi, so s& di¥ liéu; dir liéu, théng tin nghiép vu;

b) Phan loai va quan ly cac di¥ liéu dwoc lwu trir theo tirng loai/nhém thong tin dwgc gan nhan khac

nhau;

c) C6 hé théng/phuwong tién lwu trir doc lap véi hé thdng lwu trik trén cac may cha dich vu dé sao
Ilwu dy phong.

7.2  Yéucau quanly

7.2.1 Chinh sach an toan théng tin

7.2.1.1. Chinh séch an toan théng tin

Bao gdm cac yéu cau sau:

a) Xac dinh cac muc tiéu, nguyén tac bao dam an toan théng tin;

b) Xac dinh trach nhiém cta don vi quan ly an toan théng tin, cac thanh vién trong ban quan ly an

toan thong tin va cac ddi twong thuéc pham vi diéu chinh cla chinh sach an toan thong tin;
c) Xac dinh Chinh sach an toan théng tin bao gdm cac ndi dung co ban sau:

- Pham vi quan ly v& vat ly va logic cla tb chirc;

- Cac loai tai san (tai liéu, di liéu, thiét bi, con nguoi...);

- Cac ing dung, dich vu hé théng cung cap;

- Ngudn nhan lyc bdo ddm an toan théng tin (Cap Lanh dao, can bo quan ly, can bo k§ thuat, nhan

vién...);

d) Xay dwng chinh sach an toan théng tin co ban cho ngwdi st dung bao goém:
- Truy nhap, st dung tai nguyén trén ndi bd

- Truy nhap mang va tai nguyén trén Internet

- Cai dat va str dung may tinh an toan

- An toan di¥ liéu

d) Xay dwng chinh sach an toan théng tin cho ngudi quan tri bao gom:

- Quan ly an toan mang

- Quan ly an toan may chu va trng dung

- Quan ly an toan di¥ liéu

- Quan ly an toan thiét bi dau cudbi
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- Quan ly phong chéng phan mém doc hai
- Quan ly diém yéu an toan thong tin
7.2.1.2. Ra soat, stra doi

Yéu cau bao gém:

Dinh ky 02 n&m hoac d6t xuat (khi co thay déi chinh sach) kiém tra lai chinh sach quan ly an toan

dé tim ra diém chwa hop ly, thiéu sét can phai chinh stra hodc bd sung;
7.2.2 T6 chirc bao dam an toan théng tin

7.2.2.1 Bon vi quan ly an toan thong tin (G3)

Yéu ciu bao gém:

a) Thanh lap don vi chuyén trach hoac chi dinh don vi (hoac b6 phén) c6 trach nhiém quan ly vé an

toan thdng tin trong td chirc (Pon vi quén ly an toan théng tin);

b) Chi dinh bd phan cé trach nhiém quan ly, thwc thi chinh sach an toan thong tin da xay dwng.
7.2.2.2 Lién lac v&i nhirng co’ quan/té chirc cé tham quyén

Yéu ciu bao gém:

a) Xac dinh va lwu théng tin cac co quan cd chirc nang quan ly va thyc thi cong tac bao dam an

toan théng tin;

b) Xac dinh va lwu théng tin cac co quan trong cdng tac hd tro diéu phdi xt ly sw cb an toan théng
tin;

c) Clr ddu mdi lién hé/dai dién t6 chirc v&i co quan/td chire co thdm quyén.

7.2.2.3 Lién lac vé&i cac nhém chuyén gia

Yéu cau bao gém:

a) Xac dinh va lwu théng tin cac chuyén gia/nhdém chuyén gia trong linh virc an toan théng tin;

b) Xay dwng thda thuan phdi hop, quy ché lam viéc gitra t& chirc v&i cac chuyén gia/nhém chuyén

gia; co quan, té chirc cung cép dich vu an toan théng tin;

c) Clr dau méi lién hé/dai dién t6 chirc v&i cac nhém chuyén gia.
7.2.3 Bao dam nguén nhan lyc

7.2.3.1.Trwée khi tuyén dung

a) C6 quy dinh vé quy trinh tuyén dung can bo; thdm tra vé ly lich, than phan cta can bd duoc
tuyén dung; cé chuyén gia trong linh vwc danh gia, kiém tra trinh dd chuy@n mén phu hop vai vi tri

tuyén dung;
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b) Cac diéu khoan va diéu kién tuyén dung: dwa ra cac diéu khoan, diéu kién trong hop déng voi

nhan vién va nha thiu; trach nhiém ctia cia cac bén lién quan trong hop dong;

c) Can b6 dwoc tuyén dung yéu cau cé trinh dd chuyén mén phu hop véi vi tri tuyén dung, hiéu biét

va c6 kinh nghiém téi thiéu 01 nam trong linh vwc an toan théng tin.

7.2.3.2 Trong qua trinh lam viéc

Yéu cau nay bao gébm:

a) T chirc dao tao nang cao nhan thirc vé an toan théng tin va ky ndng an toan co ban vé an toan
thong tin trong qua trinh lam viéc trwée khi lam viéc chinh thire trong td chirc;

b) C6 ké& hoach va té chirc dao tao vé& an toan théng tin hang ndm cho 03 nhém déi twong bao gém:
can bd ky thuat, can bd quan ly va nguoi st dung trong hé théng.

7.2.3.3 Cham dut hodc thay déi cong viéc

a) C6 quy dinh vé quan ly cac quy trinh, thi tuc can bo thdi viéc, quy trinh nghi viéc clia can bo can
tuan tha theo quy trinh, thu tuc da quy dinh;

b) C6 quy trinh vd hiéu hoéa tt cd cac quyén truy cap théng tin riéng cta td chirc, quyén truy cap,
quan tri hé théng sau khi cé can b thoi viéc;

c) C6 quy trinh thu hdi tit ca cac van ban, gidy td, cac thé tin dung, cac thé truy cap, théng tin duwoc
lwu trén cac phwong tién dién tir; cac trang thiét bi may méc, phan cirng, phan mém va cac tai san
khac ctia t chirc do can bd quan Iy va st dung;

d) C6 cam két gitr bi mat thong tin lién quan dén té chirc dbi véi can bd & vi tri chd chbt sau khi
nghi viéc.

7.2.4 Quan ly xay dwng hé thdng thong tin

7.2.4.1 Xac dinh cap dé an toan hé théng théng tin (G3)

Yéu cau bao gém:

a) C6 tai lieu md td quy mé, pham vi va déi twong st dung, khai thac, quan ly van hanh hé théng
théng tin;

b) C6 tai liéu mé ta cac thanh phan cia hé théng théng tin bao gém: cac viing mang chirc ndng; hé
thdng thiét bi mang, thiét bi bao mat; hé théng may chi hé théng; hé théng may chi (rng dung; dich
vu va cac thanh phan khac trong hé thdng théng tin;

c) Co tai liéu mé ta loai thong tin cac thanh phan trong hé théng théng tin x& ly bao gbm: théng tin
cbng codng, théng tin riéng, thdng tin ca nhan, thong tin bi mat nha nwdc va cac loai thong tin khac
(néu co);

d) Cé tai liéu mo ta loai hé théng théng tin can c theo chirc nang phuc vu hoat déng nghiép vu bao
gdm: hé théng théng tin phuc vu hoat dong ndi bd, hé thdng théng tin phuc vu ngudi dan, doanh
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nghiép, hé théng co s& ha tang théng tin, hé thdng théng tin diéu khién cong nghiép, hé thdng
thong tin khac (néu co);

d) C6 tai liéu mé ta, giadi thich tinh phu hop clia cap d6 dé xuét;

e) C6 y kién thdm dinh cia don vi chuyén mon trwdc khi phé duyét cap do.

7.2.4.2 Thibt ké an toan hé théng thong tin (G3)

Yéu cau bao gém:

a) Co tai liéu mo ta thiét ké mé ta nhirng théng tin sau:

- Thiét ké vat ly hé théng thong tin (thiét bi, két ndi vat ly)

- Thiét ké logic hé théng théng tin (cac phan viing mang, chirc ndng);

- Ung dung, dich vu hé théng (DNS, DHCP, NTP....)

- ng dung, dich vu phuc vu hoat ddng nghiép vu

b) C¢ tai liéu md ta phwong an Iwa chon giai phap cong nghé

c) Co tai lieu thiét ké phwong an bao ddm an toan thong tin theo yéu cu thiét k& hé théng.
7.2.4.3 Phat trién phan mém thué khoan

Yéu ciu bao gém:

a) C6 tai liéu mé ta cac chirc ndng, yéu cau an toan phdn mém can dap ng;

b) C6 tai liéu mé ta phwong an, thiét ké, mé ta kha nang dap (ng cac yéu cau dat ra;

c) Phan mém can dap &ng céc tiéu chuan, quy chuan ky thuat theo quy dinh (néu co);

d) Yéu ciu cac nha phat trién cung cAp ma nguén phan mém:; thwc hién kiém tra, danh gia an toan

théng tin cho phan mém trwéc khi stv dung;

d) Kiém thtr phan mém trén moi trwdng thtr nghiém truée khi dwa vao st dung.

7.2.4.4 Thir nghiém va ban giao hé théng

Yéu ciu bao gém:

a) C6 noi dung, ké hoach thir nghiém va nghiém thu hé thng;

b) C6 bd phan cé trach nhiém thyc hién nghiém thu va kiém ther hé théng;

c) C6 don vi doc 1ap (bén thir 3) tw van va giam sat qua trinh thuc nghiém va kiém thr hé thdng;

d) C6 bao cao nghiém thu dwoc thdm dinh va xac nhan cta bo phan chuyén trach va phé duyét cla
chd quan hé thdng thang tin trwde khi dwa vao stv dung.

3.2.4.5 Cdc méi lién hé véi bén cung cdp dich vu an toan théng tin
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Yéu cau bao gom:
a) C6 quy dinh vé cac yéu cau, cac thdéa thuan, quyén han va trach nhiém cta bén cung cap;

b) C6 quy trinh ky két, thwc hién, duy tri va thay dbi cac cam két trong hop déng dbéi véi cac bén

cung cap;

c) C6 thda thuan va cam két trach nhiém ctia méi bén truéc khi dwoc ky két hop dong;

d) Bén cung cép dich vu an toan théng tin dwoc co quan c6 thdm quyén cip phép.

7.2.4.5 Cac moi lién hé v&i bén cung cap dich vu an toan théng tin

Yéu cau bao gém:

a) C6 quy dinh vé cac yéu cau, cac théa thuan, quyén han va trach nhiém ctia bén cung cap;

b) C6 quy trinh ky két, thwe hién, duy tri va thay déi cac cam két trong hop ddng dbi véi cac bén

cung cap;

c) C6 thda thuan va cam két trach nhiém ctia mdi bén truwdc khi dwoc ky két hop déng;
d) Bén cung cép dich vu an toan théng tin dwoc co quan c6 thdm quyén cip phép;
7.2.5 Quan ly van hanh hé théng

7.2.5.1 Quan ly an toan mang

Yéu ciu bao gém:

a) Xay dwng chinh sach quan ly an toan mang, bao gém cac yéu cau co ban sau:
- Chinh sach quan ly kiém soat truy nhap di vao va tir hé théng di ra

- Chinh sach truy nhap va quan ly cu hinh hé théng

- Chinh sach bao dam an toan di¥ liéu qua méi trwd'ng mang

- Chinh séach sao lwu va du phong va khdi phuc cau hinh hé théng

b) Xay dwng quy trinh quan ly, van hanh hoat déng binh thuwéng ctia hé théng;

c) Xay dwng quy trinh cap nhat; sao lwu, dw phong céac tép tin cAu hinh hé théng va quy trinh khoi

phuc hé théng sau khi xay ra sw cd;

d) Xay dwng quy trinh ciu hinh téi wu, tdng cuwéng bdo mat cho thiét bi mang, bao mat (cirng héa)

trong hé théng va thwc hién quy trinh trieéc khi dwa hé théng vao van hanh khai thac.

7.2.5.2 Quan ly an toan may chu va trng dung

Yéu cau bao gom:

a) Xay dwng chinh sach quan ly an toan may chi va (rng dung, bao gdm cac yéu cau co ban sau:

- Chinh séach vé quéan ly va st dung may chi va &ng dung an toan,
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- Chinh sach truy nhap va quan tri may chad va (rng dung,

- Chinh sach truy nhép mang,

- Chinh sach bdo dam an toan di¥ liéu qua méi trwdng mang,

- Chinh séach sao lwu va dy phong va khdi phuc ciu hinh hé théng,

b) Xay dwng quy trinh quan ly, van hanh hoat ddng binh thuwéng ctia hé théng may cha va dich vu;
c) Xay dwng quy trinh cai dat, g& bd hé diéu hanh, dich vu, phan mém trén hé thdng may cha va
tng;

d) Xay dwng quy trinh két ndi va g& bd hé théng may chi va dich vu khdi hé théng;

d) Xay dwng quy trinh cap nhat; sao lwvu, dw phong céac tép tin cAu hinh hé thdng, tép tin dw phong

hé diéu hanh va cac di liéu quan trong khac va quy trinh khéi phuc sau khi xay ra sw cé;

e) Xay dwng quy trinh cAu hinh ti twu va tdng cudng bado mat (cing héa) cho hé théng may cha va

dich vu va thuwc hién quy trinh trwéc khi dwa hé thdng vao str dung.
7.2.5.3 Quan ly an toan di liéu
Yéu cau bao gém:

a) Xay dwng chinh sach sao lwu, dw phong va phéi phuc di¥ liéu bao gém: tan suét sao lwu dw
phong, phwong tién Iwu trik, thoi gian lwu triv; noi lwu triv, phwong thire lwu trik va phwong thire 1ay

di liéu ra khdi phwong tién lwu triv.

b) Xay dwng danh sach théng tin, tép tin va div liéu, phan mém va cac tai nguyén khac trén hé

thdng can dy phong;

c) Xay dwng quy trinh sao lwu dw phong va thwc hién quy trinh sao lwu dw phong khi cé thay dbi

trén hé théng;

d) Xay dwng quy trinh khéi phuc di liéu dw phong.

7.2.5.4 Quan ly an toan thiét bi dau cudi

Yéu ciu bao gém:

a) Xay dwng chinh sach quan ly an toan thiét bj dau cudi, bao gébm céac yéu ciu co ban sau:
- Chinh sach vé quan ly va st dung cac thiét bi dau cubi an toan;

- Chinh sach két nédi thiét bi dau cubi vao hé théng;

- Chinh séach két ndi, truy nhap va st dung thiét bj dau cudi twr xa;

- Chinh sach bao dam an toan vat ly cho thiét bi dau cudi;

b) Xay dwng quy trinh quan ly, van hanh hoat ddng binh thuéng cho thiét bi dau cubi;
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c) Xay dwng quy trinh cai dat, két néi va g& bé thiét bi dau cudi vao hé thdng.
7.2.5.5 Quan ly phong chéng phan mém déc hai
Yéu cau bao gém:

a) Xay dwng quy dinh cho ngudi st dung vé viéc cai dat, s dung phan mém trén may tinh, thiét bj

di déng va viéc truy cap cac trang théng tin trén mang;

b) Xay dwng quy dinh vé viéc gl nhan t&p tin tr méi trwyng mang va qua cac phwong tién lwu triv

di déng;

d) Xay dwng quy dinh, quy trinh vé viéc cai dat, cap nhat va sir dung phan mém diét virus; do quét,

kiém tra phan mém doc hai trén may tinh, may cha va thiét bj di dong;

d) Binh ky 01 thang (hoac khi phat hién hoat déng khéng binh thwdng cia hé théng) thuc hién kiém

tra va do quét phan mém doc hai trén toan bod hé théng.
7.2.5.6 Quan ly diém yéu an toan théng tin
Yéu cau bao gom:

a) Xay dwng danh muc, phién ban, chirc nang cho cac thanh phan cé trong hé thdng (thiét bi mang,
bdo mat; hé diéu hanh; may chi; ng dung, dich vu va cac thanh phan khac trong hé thdng co thé

tdn tai diém yéu an toan thong tin va cac thong tin);

b) Xay dwng danh sach ngudn cung cip diém yéu an toan théng tin; phan nhém va mic do cla

diém yéu cho cac thanh phan trong hé théng da xac dinh;

c) Xay dwng danh sach dau mdi cac nhém chuyén ra, bén cung cp dich vu hd tro, cung cap dich

vu x& ly, khac phuc diém yéu an toan thong tin;

d) C6 quy dinh vé viéc cap nhat thong tin, co ché canh bao cac diém yéu an toan thong tin cho cac

bd phan co trach nhiém twong ng.

8 Yéu cau co’ ban cho cap do6 4

8.1  Yéu cau ky thuat

8.1.1 Bao dam an toan ha ting mang

8.1.1.1 Thiét ké hé théng (G4)

Yéu cau bao gom:

a) Thiét ké cac ving mang trong hé théng theo chirc ndng, bao gébm co ban co ban cac ving mang:
- Vung mang néi bé (LAN)

- Vung mang bién (Outside)

- Vung mang may chd céng cong (DMZ)
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- Vung mang may cht ndi b (Server Farm)

- Vung mang cho may chu co s& di¥ liéu (Database)

- Vung mang may chud quan tri (Management)

- Vung mang khac (néu cd) theo yéu cau, muc dich cta td chirc;
b) Phwong an thiét k& bdo dam cac yéu cau sau:

- Khéng trién khai cac may chi co s& di liéu hodc dat co sé dir liéu, may chl nédi bd trong ving

mang may chu cong cong
- Thiét ké viing mang néi bd thanh cac mang chirc nang theo yéu cau nghiép vu (VLAN)

- Thiét ké phan vung mang riéng cho mang khéng day (néu co) tach biét v&i cac vang mang chirc

nang

- Thiét 1ap mét viing mang riéng (ving mang quan tri thiét bi) bao gébm céc dia chi quan tri clia cac
thiét bi hé thdng; cé bién phap quan ly, giam sat cac truy nhap tir viing mang khac vao ving mang
nay

- C6 bién phap quan ly truy nhap va phong chéng xam nhap

- C6 phwong an chan loc phdn mém ddc hai trén méi trwérng mang

- C6 phuwong an bao vé may cha co sé dir liéu chuyén dung

- C4c thiét bi mang chinh c6 thiét ké dw phong néng (HA hodc AA) bdo dam tinh kha dung cta hé
thdng ctia hé théng; nang lwc cda thiét bj dap tng theo quy mé hé théng mang, sé lwong dich vu

cung cap va nguoi ding co trong hé théng

- C6 phwong an truy nhap, quan tri hé thdng ti xa an toan

- C6 phwong an phong chéng tan coéng tir chdi dich vu

- C6 phwong an giam sat tap trung hoat déng binh thwéng cliia hé théng

- C6 phwong an giam sat tap trung sw kién an toan théng tin trén hé théng
- C6 phwong an quan ly lwu trir tap trung

- C6 phwong an quan ly tap trung cac phan mém phong chéng ma doc trén cac may chi/may tinh

ngwoi dung trong hé thdng

- C6 phwong an quén ly cap nhat ban va, diém yéu an toan théng tin tap trung
- C6 phwong an quan ly mang khéng day tap trung

- C6 phwong an quan ly dang nhap tap trung

- C6 phwong an quan ly tai khoan dac quyén
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8.1.1.2 Kiém soat truy nhap tir bén ngoai mang (G4)
Yéu cau bao gom:

a) Thiét 1ap hé thdng chi cho phép sir dung cac giao thirc mang cé chirc ndng ma hoéa théng tin nhw
SSH, SSL/TLS, VPN hoac twong dwong khi truy nhap, quan ly va st dung tai nguyén ndi bd trong

hé thdng tr cac mang bén ngoai;

b) Kiém soat truy nhap tr bén ngoai vao hé théng theo tirng dich vu, &ng dung cu thé; chén tat ca

céac dich vu, ’ng dung ma hé théng khéng cung cap hodc khéng cho phép tir bén ngoai;

c) Thiét 1ap gidi han thdi gian chd (timeout) d& dong phién két ndi khi hé thdng khéng nhan dwoc

yéu cau tlr ngudi dung.

d) Phan quyén va cap quyén truy nhap tlr bén ngoai vao hé thdng theo theo tirng ngwdi diing hoac

nhém ngudi ding cén ct theo yéu cau nghiép vu, yéu cau quan ly;

d) Gisi han s6 lwong két ndi ddng thoi tlr mot dia chi ngudn va téng s lwong két ndi ddéng thoi cho

tirng ng dung, dich vu hé thdng cung cap theo quy mé va kha nang cung cap cla hé thdng
e) Kiém soat truy nhap tr bén ngoai mang theo thdi gian quy dinh ctia t6 chirc.

8.1.1.3 Kiém soat truy nhap tir bén trong mang (S4)

Yéu ciu bao gém:

a) Cho phép truy nhap ra bén ngoai cac dia chi Internet, (’ng dung, dich vu theo yéu cau nghiép vu;

chan cac dich vu khac khéng phuc vu hoat ddng nghiép vu theo chinh sach cla tb chirc;

b) C6 phwong an quan ly tap trung cac thiét bi dau cudi két néi vao hé thdng, bao gbm cac chirc

nang co ban sau:

- Quan ly theo dia chi vat ly, dia chi logic,

- Tai khoan ngu&i str dung,

- Chinh sach cai dat va thiét 1ap ciu hinh bao mat trén thiét bij,
- Céc chinh sach khac cla hé théng (néu co)

c) Trién khai hé thdng giam sat, phat hién va ngan chan truy cap tlr bén trong mang dén cac dia chi

Internet bi cAm truy cap theo chinh sach cta té chirc.

8.1.1.4 Nhat ky hé thong (G4)

Yéu cau bao gom:

a) Thiét 1ap chirc nang ghi, lwu tri nhat ky hé théng trén cac thiét bj;

b) St dung may chd thdi gian trong hé théng dé déng bd thoi gian gitra cac thiét bi mang, thiét bi

dau cudi va cac thanh phan khac trong hé thdng;
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c) Théng tin vé truy cap ng dung dich vu can ghi nhat ky bao gém:

- Thoi gian két ndi

- Théng tin két ndi mang (dia chi IP, cdng két nbi)

- Hanh dong dbi véi két nbi (cho phép, ngan chén)

- Thao tac ngudi str dung khi két néi thanh cong

- Théng tin cac thiét bi dau cudi két ndi vao hé thdng theo dia chi vat ly va logic
- Thong tin va thao tac ngwdi quan tri cdu hinh, thay déi hé théng

- Théng tin cdnh bao tir cac thiét bi

d) Gidi han tai nguyén cho chirc nang ghi nhat ky trén thiét bi, d& bdo dam chirc ndng nay khoéng

lam anh hwéng, gian doan hoat ddng cuia thiét bj;

d) Lwu triv va quan ly tap trung nhat ky hé thdng trén hé thdng quan ly nhat ky hé théng tap trung;
e) Lwu trir dw phong di¥ li&u nhat ky hé théng trén hé thdng Iwu triv riéng biét;

g) Lwu triv nhat ky hé thdng cua thiét bj téi thiéu 06 thang.

8.1.1.5 Phong chdng xam nhap (G4)

Yéu ciu bao gém:

a) C6 phwong an phong chdng xam nhap chuyén dung dé bao vé cac viing mang may chi coéng

cdng, may chd ndi bd, may chu co s& di liéu va vung mang ndi bo;
b) Tw déng cap nhat thoi gian thuc co s& div liéu, d4u hiéu phat hién tan cong;

c) Bao ddm nang lwc hé thdng bao ddm dap trng dd theo yéu cau theo quy md sb lwong ngudi

dung va dich vu, ng dung ctia hé théng cung cap;

d) C6 phwong an tw dong xtr ly bado dam hoat déng binh thwéng ctia hé thdng khi hé théng xay ra

sw co;

e) Coé phwong an dw phong néng hé thdng.

8.1.1.6 Phong chéng phan mém doc hai trén méi trwé'ng mang(G4)
Yéu cau bao gom:

a) Thiét lap hé théng phong chdéng phan mém ddc hai chuyén dung dé bdo vé cac vang mang may

chl va vang mang ndi bg;
b) Tw déng cap nhat thoi gian thue co s& di liéu cho hé théng phong chéng phan mém doc hai.

c) Bdo ddm nang lyc hé thdng bao dam dap (ng di theo yéu ciu theo quy md sb lwong nguoi

dung va dich vu, trng dung ctia hé théng cung cép;
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d) Cé phwong an tw déng x& ly bdo dam hoat ddng binh thwérng clia hé théng khi hé thdng xay ra

sw co;

d) C6 phwong an dw phong néng hé théng.
8.1.1.7 Bao vé thiét bi hé thong (G4)

Yéu cau bao gém:

a) Cau hinh chirc ndng xac thuc trén cac thiét bi hé théng dé xac thuc ngudi dung st dung quan tri

thiét bj trwec tiép hodc tr xa;

b) Thiét Iap hé théng chi cho phép st dung cac giao thirc mang cé chirc ndng ma héa théng tin nhw
SSH, SSL/TLS, VPN hoéc twong dwong khi truy nhap, quan trj thiét bj;

c) Cho phép han ché céac dia chi IP, dia chi mang c6 thé két két ndi, quan tri thiét bj tw xa;

d) Han ché duwoc sé 1an dang nhap sai khi quén tri hoac két nbi quan tri tr xa theo dia chi IP nguén;
d) Phan quyén truy nhap, quan trj thiét bj di v&i cac tai khoan quan tri cé quyén han khac nhau;

e) Nang cap, xt ly diém yéu, 16 hdng bado mat clia thiét bi hé théng trwéc khi dwa vao str dung;

g) Céu hinh tdi wu, tdng cwéng bdo mat cho hé thdng thiét bi hé théng trwdc khi dwa vao st dung.
8.1.2 Bao dam an toan may chu

8.1.2.1 Xac thyc (S4)

a) Thiét 1ap chinh sach xac thuc trén may chi dé xac thwe ngwdi dung st dung khi khi truy nhap,

quan ly va str dung may chd;

b) Thiét Iap chinh sach an toan mat khau cho may chd bao gdm cac yéu cau co ban sau:

- Yéu cau thay dbi mat khau méc dinh

- Thiét 1ap thoi gian yéu cau thay dbi mat khau

- Thiét lap thdi gian mat khau hop 1€

- Thiét 1ap quy tic dat mat khdu vé sb ky tw, loai ky tw

c) Thay dbi cac tai khodn méc dinh trén hé théng hodc vo hiéu héa (néu khong sir dung);

d) Han ché sb lan dang nhap sai trong khoang th&i gian nhat dinh véi moét tai khoan nhét dinh;

d) Thiét 1ap cau hinh dé v hiéu hda tai khodn néu tai khoan dé dang nhap sai nhiéu 1an vuot sé 1an

quy dinh;
e) Thong tin xac thwe yéu cau can thay ddi dinh ky 03 thang/lan;

g) Thiét 1ap hé théng dé chi cho phép dang nhap vao hé théng vao khoang th&i gian hop 18 (theo

quy dinh cha td chirc;
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h) Quan ly théng tin xac thwc trén hé théng quan ly tap trung.
8.1.2.2 Kiém soat truy nhap (S4)
Yéu cau bao gom:

a) Thiét lap hé thdng chi chi cho phép st dung cac giao thirc mang cé chirc nang ma hoa thdng tin
nhw SSH, SSL/TLS, VPN hoac twong dwong khi truy nhap, quan tri may cha tr xa théng qua mai

trwrdng mang;

b) Thay dbi cbng quan tri méc dinh clia may chu;

c) Thiét lap gi&i han thoi gian cho (timeout) d& déng phién két ndi khi may chi khéng nhan dwoc
yéu cau tlr ngudi dung;

d) Gi&i han dia chi IP nguén dwoc phép truy nhap, quan tri may cha tir xa;

d) Thiét lap hé théng khong truy nhap trwc tiép cdng quan tri, phan mém quan tri may chi t cac
mang bén ngoai; thuwc hién gian tiép thong qua két ndi mang riéng o hodc cac phuong thirc khac

twong duong;

e) Phan quyén truy nhap, quan tri, s dung tai nguyén khac nhau trén may chd véi nguwdi st dung/

nhém ngudi st dung cé chirc nang, yéu cau nghiép vu khac nhau.
8.1.2.3 Nhat ky hé théng (G4)

Yéu ciu bao gém:

a) Ghi nhat ky hé théng bao gém nhi¥ng théng tin co’ ban sau:

- Théng tin két néi mang t&i may cha (Firewall log),

- Thong tin trang thai hoat dong ctia may chu (CPU, RAM, Network...),
- Théng tin céac 16i phat sinh trong qué trinh hoat dong,

- Thoéng tin dang nhap va truy nhap tai nguyén trén may chu,

- Thong tin quan tri, thay déi cAu hinh trén may chd (thdi gian, dia chi, tai khodn truy nhap va thao

tac trén may chi va cac théng tin quan tri khac can ghi nhat ky (néu co),

- Céc thong tin khac can ghi nhat ky theo yéu cau thuc té (néu co);

b) Bbng bd th&i gian gitra may chi véi may chu thdi gian ctia hé théng;

c) Gi6i han dd dung lweng lwu trir nhat ky hé thdng dé khdng mét hoac tran nhat ky hé thong;

d) Quan ly va lwu trir nhat ky hé théng trén hé théng quan ly nhat ky hé théng tap trung, gl div liéu
nhat ky hé thong vé hé théng trung tam theo thi gian thyec;

d) Lwu di¥ liéu nhat ky hé théng trén hé théng Iwu trik riéng biét; lwu trik cd ma hoa déi voi di liéu

nhat ky hé théng ciia may chid quan trong;
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e) Lwu nhat ky hé thdng trong khoang thei gian téi thiéu la 12 thang.
8.1.2.4 Phong chéng xam nhap (G4)
Yéu cau bao gém:
a) Loai bé cac tai khoan khdong str dung va cac tai khoan khéng con hop 1€ trén may cha;
b) V& hiéu hoéa cac giao thirc mang khoéng an toan, cac dich vu hé théng khéng st dung;
c) St dung twong Itra clia hé diéu hanh may chi dé cAm cac truy nhap trai phép téi may cha;

d) C6 co ché cap nhat va x& ly ban va, diém yéu an toan théng tin cho hé diéu hanh va cac dich vu

hé théng trén may cha tir hé thdng quan ly tap trung;

d) Thuc hién nang cap, xi ly diém yéu, 16 hdng bado mat trén may chi truwéc khi dwa vao st dung;
e) Thuc hién ciu hinh t6i wu, tdng cwéng bado mat cho may chi trwéc khi dwa vao str dung.
8.1.2.5 Phong chéng phan mém doc hai (G4)

Yéu cau bao gém:

a) Cai dat phan mém phong chéng ma doc va thiét lap ché do tw dong cap nhat co s& dir liéu cho

phan mém;

b) C6 phwong an kiém tra, do quét, x& ly phdn mém ddc hai cho cac phan mém trwéc khi cai dat
Ién may cha;

c) Quan ly tap trung (cap nhat, cdnh bao va quan ly) cac phan mém phong chéng ma doc trén may
chd va cac may tinh ngwdi str dung trong hé thdng;

d) C6 co ché kiém tra, xt ly ma ddc cla cac phwong tién lwu triv di dong (USB, dia flash...) trwéc
khi két néi v&i may cha.

8.1.2.6 Xtr ly may chu khi chuyén giao (S4)

Khi chuyén giao hoéc thay déi muc dich str dung phai thwc hién:

a) Sao luwu, dy phong théng tin, di liéu trén may chi, &nh ctia hé diéu hanh may cha;

b) Xda toan bé di¥ liéu lwu trir trén may chid va xéa hé diéu hanh may cha;

c) St dung céac bién phap ky thuat hodc thiét bi chuyén dung dé bdo dam dir liéu khéng thé khéi

phuc sau khi x6a.

8.1.3 Bao dam an toan trng dung
8.1.3.1 X&c thwe (S4)

Yéu cau bao gom:

a) Thiét 1ap cau hinh rng dung dé xac thwc ngwdi str dung khi quan tri, ciu hinh ciu hinh (ng dung
va st dung tng dung (néu rng dung can quan ly truy nhap);
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b) Thiét Iap chinh sach an toan mat khdu cho may chd bao gdm céc yéu cau co ban sau:
- Yéu cau thay dbi mat khau méc dinh,

- Thiét 1ap th&i gian yéu cau thay déi mat khau,

- Thiét 1ap thoi gian mat khau hop 18,

- Thiét 1ap quy tac dat mat khau vé sb ky tw, loai ky tw;

c) V6 hiéu héa ho&c thay ddi cac thong tin cac tai khoan méc dinh (néu co);

d) Lwu trir ma hoéa thong tin xac thuc trén hé thdng;

d) Ma hoa thong tin xac thuc trwede khi glri qua méi tredrng mang;

e) Thiét 1ap cau hinh rng dung dé& ngén can viéc dang nhap tw dong;

g) Han ché s lan dang nhap sai trong khoang thoi gian nhét dinh véi tai khodn nhét dinh;
h) Quéan ly thdng tin xac thwe trén hé thdng quan ly tap trung;

i) V6 hiéu héa tai khodn néu dang nhap sai nhiéu lan vuot sé 1an quy dinh;

k) Thong tin xac thwc yéu ciu can thay dbi dinh ky 03 thang/lan.

8.1.3.2 Kiém soat truy nhap (S4)

Yéu ciu bao gém:

a) Thiét 1ap hé thdng chi cho phép s dung cac giao thirc mang cé chirc ndng ma hoéa thong tin nhw
SSH, SSL/TLS, VPN hoac twong dwong khi truy nhap, quan tri (’ng dung tlr xa théng qua moi

trwrd'ng mang;

b) Thiét lap hé thédng cdm truy nhap trwc vao trang quan tri, cdng quan tri (’ng dung tir cac mang
bén ngoai ma can thyc hién gian tiép bang cach st dung mang riéng do hodc cac phwong thirc

khac twong duong;

c) Gi&i han dia chi IP quan tri dwgc phép truy nhap, quan tri vng dung twr xa;

d) Thay dbi, tach biét cong két nbi quan tri ’ng dung vé&i céng cung cép dich vu (rng dung;

d) Thiét lap gi¢i han thoi gian chd (timeout) d& dong phién két néi khi trng dung khéng nhan duoc
yéu cau tlr nguoi dung;

e) Phan quyén truy nhap, quan tri, st dung tai nguyén khac nhau cla rng dung véi ngudi st dung/
nhém ngui siv dung ¢ chirc nang, yéu cau nghiép vu khac nhau;

g) Cap quyén tdi thiéu (quyén truy nhap, quan tri) cho tai khodn quan tri ’ng dung theo quyén han;

h) Thiét Iap quyén tbi thiéu (chi cdp quyén truy cap co s& di liéu) cho tai khoan két néi co s& dir

liéu;
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k) Gi¢i han sb lwgng cac két néi ddng thoi (két ndi khdi tao va da thiét 1ap) déi véi cac trng dung,

dich vu may chi cung cép.

8.1.3.3 Nhat ky hé théng (G4)

Yéu cau bao gém:

a) Ghi nhat ky hé théng bao gém nhi¥ng théng tin co’ ban sau:

- Théng tin théng tin thoi gian, dia chi, tai khoan (néu c6), ndi dung truy nhap va st dung trng dung

rng dung,
- Théng tin céac 16i phat sinh trong qua trinh hoat dong,
- Théng tin quan tri, thay dbi cu hinh (ng dung,

b) Quan ly va lwu trik nhat ky hé théng trén hé théng quan Iy nhat ky hé théng tap trung, gtvi di¥ liéu

nhat ky hé thdng vé hé théng trung tam theo thoi gian thuec;

c) Lwu di¥ lieu nhat ky hé thdng trén hé théng lwu tri riéng biét; lwu trir c6 ma héa déi véi div liéu

nhat ky hé théng ciia may chd quan trong;

d) Lwu nhat ky hé théng trong khoang thai gian téi thiéu 1a 06 thang.
8.1.3.4 Bao mat thong tin lién lac (S4)

Yéu ciu bao gém:

a) Ma héa thong tin, di¥ liéu (khéng phai & théng tin, di liéu cong khai) trwéc khi truyén dwa, trao

ddi qua mdi trwérng mang;

b) S&r dung giao thirc mang c6 chirc nang ma héa théong tin nhw SSH, SSL/TLS, VPN hoac twong

duwong;

c) S dung két hop cac giao thirc véi phwong phap ma hoa div liéu dé tao thanh 02 16p bao vé div

liéu 2 khi truyén qua méi treéng mang.
8.1.3.5 Chéng thoai thac (G4)
Yéu cau bao gém:

a) Cung cp chirc nang chirc thwe, xac minh théng tin, nguén glri théng tin khi trao dbi dir liéu nhay

cam qua madi trrdng mang;

b) Ap dung co ché xac thuc hai chiéu khi trao dbi di¥ liéu quan trong qua méi trwéng mang;
b) St dung thiét b lwu trir chuyén dung dé lwu tri» théng tin xac thye.

8.1.4 An toan dir liéu

8.1.4.1 Nguyén ven dir liéu (S4)

Yéu cau bao gom:
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a) Co phwong an quan ly, lwu tri» div liéu quan trong trong hé théng bdo dam tinh nguyén ven;

b) C6 phwong an gidam sat, cadnh bao khi cé thay dbi théng tin, di liéu lwu trén hé thdng lwu

trlv/phwong tién lwu triv.

8.1.4.2 Bao mat div liéu (S4)

Yéu cau bao gom:

a) Lwu trir c6 ma héa cac thong tin, di¥ liéu khdng cong khai trén hé thdng lwu triv/phwong tién luu
triv;

b) Thiét 1ap phan ving lwu trir ma héa, chi cho phép ngudi co quyén, trach nhiém truy nhap, lwu triv
d@ liéu trén phén vung ma hoa.

8.1.4.3 Sao lwu dw phong (A4)

a) Thuc hién sao lwu, dw phong cac théng tin, div liéu co ban sau: tap tin cAu hinh hé théng, anh hé

diéu hanh may chi, so s& di liéu; di¥ liéu, thong tin nghiép vu;

b) Phan loai va quan ly cac di¥ liéu dwoc lwu trir theo tirng loai/nhdém thong tin dwgc gan nhan khac

nhau;

c) C6 hé théng/phuwong tién lwu trir doc lap véi hé thdng lwu trik trén cac may cha dich vu dé sao

Iwu dy phong;

d) St dung co ché tw déng sao lwu dw phong déi véi thong tin/dir liéu thay dbi thuweng xuyén hodc

cap nhat ban sao lwu dw phong khi thay dbi:

d) S dung hé théng sao lwu dw phong hé tr chirc ndng dw phong dw phong néng (online), dw

phong ngudi (offline) va cac chirc ndng dw phong khac (theo yéu cau thuc té);

e) St dung hé théng sao lwu dw phong cé khd nang chiu 16i, cho phép khdi phuc dir liéu néng khi
mot thanh phan trong hé théng xay ra sw cb.

8.2 Yéucauquanly

8.2.1 Chinh sach an toan thdng tin

8.2.1.1. Chinh sach an toan thdng tin

Yéu ciu nay bao gom:

a) X&c dinh cac muc tiéu, nguyén tac bao dam an toan théng tin;

b) Xac dinh trach nhiém cta don vi quan ly an toan théng tin, cac thanh vién trong ban quan ly an

toan théng tin va cac déi twong thudc pham vi diéu chinh clia chinh sach an toan thang tin;
c) Xac dinh pham vi quéan ly an toan bao gdm cac ndi dung co ban sau:

- Pham vi quan ly vé& vat ly va logic cla tb chirc;
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- Cac loai tai san (tai liéu, di liéu, thiét bi, con nguadi...);

- Cac ing dung, dich vu hé théng cung cép;

- Ngudn nhan lyc bdo ddm an toan théng tin (Cap Lanh dao, can bd quan ly, can bo kj thuat, nhan

vién...);

d) Xay dwng chinh sach an toan théng tin co ban cho nguoi st dung bao gom:
- Truy nhap, st dung tai nguyén trén ndi bd

- Truy nhap mang va tai nguyén trén Internet

- Cai dat va str dung may tinh an toan

- An toan dir liéu

- Str dung va quan ly tai san

d) Xay dwng chinh sach an toan théng tin cho ngw®i quan tri bao gdm:
- Quan ly an toan mang

- Quan ly an toan may cha va &ng dung

- Quan ly an toan di liéu

- Quan ly an toan thiét bi dau cudi

- Quan ly thiét bi hé théng

- Quan ly giam sat an toan thong tin

- Quan ly phong chéng phan mém doc hai

- Quan ly diém yéu an toan thong tin

- Quan ly sy ¢ an toan thdng tin

- Quan ly phwong an (rng ctu khan cap

8.2.1.2 Xay dwng va céng bé (G4)

Yéu ciu nay bao gom:

a) Puoc xay dwng théng nhét va dwoc quan ly theo tirng phién ban;
b) Pwoc thdm dinh, théng qua trwdc khi trién khai ap dung;

c) Cong bd trwdc 01 thang khi ap dung;

d) Té chirc tuyén truyén, bd bién cho toan bé can b, can bd trong tb chirc.
8.2.1.3. Ra soat, stra déi (G4)

Yéu ciu bao gém:
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a) Binh ky 12 thang ho&c dot xuét (khi co thay dbi chinh sach) kiém tra lai chinh sach quan ly an
toan dé tim ra diém chwa hop ly, thiéu sét can phai chinh stra hodc bd sung;

b) Cé hd so lwu lai lai nhivng théng tin v& nhirng trong viéc trién khai, ap dung chinh sach quan ly

an toan théng tin, phan hdi ctia dbi twong ap dung chinh sach.
8.2.2 Toé chirc bao dam an toan théng tin

8.2.2.1 Porn vi quan ly an toan thong tin (G4)

Yéu cau bao gém:

a) Thanh Iap don vi chuyén trach hoac chi dinh don vi (hoac bd phén) co trach nhiém quan ly vé an

toan thdng tin trong té chirc (Pon vi quan ly an toan thong tin);

b) Phan dinh vai trd va trd va trach nhiém, co ché phdi hop cla cac bd phan, thanh vién trong Don

vi quan ly an toan théng tin;

c¢) Chi dinh bé phan chuyén trach cé trach nhiém xay dwng va quan ly chinh sach an toan théng tin.
d) Chi dinh bd phan cé trach nhiém thuc thi chinh sach an toan thong tin da xay dwng.

8.2.2.2 Lién lac v&i nhirng co’ quan/td chirc cé tham quyén

Yéu ciu bao gém:

a) Xac dinh va lwu théng tin cac co quan cé chirc nang quan ly va thwe thi cong tac bao dam an

toan théng tin;

b) Xac dinh va lwu théng tin cac co quan trong cong tac hd tro didéu phdi xt ly sw cb an toan théng
tin;

c) Xay dwng quy ché, thda thuan phdi hop gitra td chirc véi cac co quan chirc nang;

d) Ctr dau méi lien hé/dai dién td chirc trong viéc té chirc thwe hién quy ché, théa thuan.

8.2.2.3 Lién lac vé&i cac nhém chuyén gia

Yéu cau bao gém:

a) Xac dinh va Iwu théng tin cac chuyén gia/nhém chuyén gia trong linh vyc an toan théng tin;

b) X&c dinh va lwu théng tin co quan, t6 chirc cung cép dich vu an toan thang tin;

c) Xay dwng théa thuan phdi hop, quy ché lam viéc gitra tb chirc v&i cac chuyén gia/nhém chuyén

gia; co quan, t6 chirc cung cép dich vu an toan théng tin.
8.2.3. Bao dam nguén nhan lyc (G4)
8.2.3.1.Trwée khi tuyén dung

Yéu ciu bao gém:
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a) C6 quy dinh vé quy trinh tuyén dung can bd; thdm tra vé ly lich, than phan cliia can bo dwoc
tuyén dung; cé chuyén gia trong linh vwc danh gia, kiém tra trinh dd chuyén mén phu hop véi vi tri

tuyén dung;

b) Cac diéu khoan va diéu kién tuyén dung: duwa ra cac diéu khoan, diéu kién trong hop dong véi

nhan vién va nha thau; trach nhiém ctia cia cac bén lién quan trong hop déng;

c) Can b6 dwoc tuyén dung yéu cau cé trinh dd chuyén mén phu hop véi vi tri tuyén dung, hiéu biét

va c6 kinh nghiém téi thiéu 02 nam trong linh vwc an toan théng tin;

d) C6 ban thda thuan riéng va ky xac nhan véi can bd dwoc tuyén dung vao cac vi tri quan trong

nhw: quyén, trach nhiém, pham vi, th&i gian va cac théa thuan khac lién quan.
8.2.3.2 Trong qua trinh lam viéc
Yéu cau nay bao gébm:

a) T chirc dao tao nang cao nhan thirc vé an toan théng tin va ky ndng an toan co ban vé an toan

théng tin trong qua trinh lam viéc trwde khi lam viéc chinh thire trong td chirc;

b) C6 ké hoach va dinh ky 01 nam t& chirc dao tao vé an toan théng tin hang ndm cho 03 nhém dbi

twong bao gébm: can bo ky thuat, can bod quan ly va ngwdi str dung trong hé thdng;

c) C6 tiéu chi danh gia ky nang, kién thirc chuyén mén, ciing nhw nhan thirc vé an toan thdng tin
dbi véi can bd & cac vi tri;

d) Binh ky 01 nam tién hanh kiém tra kj nang, kién thirc chuyén moén, cling nhw nhan thirc vé an
toan thong tin déi véi can bd & cac vij tri.

8.2.3.2 Cham durt hodc thay déi cong viéc

a) C6 quy dinh vé quan ly cac quy trinh, thi tuc can bo thdi viéc, quy trinh nghi viéc clia can bo can

tuan tha theo quy trinh, tha tuc da quy dinh;

b) C6 quy trinh vd hiéu hoa tat cd cac quyén truy cap théng tin riéng cta td chirc, quyén truy cap,

quan tri hé théng sau khi c6 can bd théi viéc;

c) C6 quy trinh thu hoi tat ca cac van ban, gidy t&, cac thé tin dung, cac thé truy cap, thdng tin dwoc
lwu trén cac phwong tién dién ti; cac trang thiét bi may méc, phan cirng, phan mém va cac tai san

khac cuia td chirc do can bd quan Iy va st dung;
d) Can bd nghi viéc phai c6 don va thdng bao truwdc 03 thang;

d) Co cam két gilr bi mat théng tin lién quan dén té chirc dbi véi can bd & vi tri chl chét sau khi

nghi viéc.
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8.2.4 Quan ly xay dwng hé théng théng tin
8.2.4.1 Xac dinh cap dd an toan hé théng théng tin (G4)
Yéu cau bao gom:

a) Co tai liéu md td quy mé, pham vi va déi twong s dung, khai thac, quan ly van hanh hé théng
théng tin;

b) C6 tai liéu md ta cac thanh phan ctia hé théng théng tin bao gém: cac ving mang chirc nang; hé
thdng thiét bi mang, thiét bi bao mat; hé théng may chi hé théng; hé thdng may chi (rng dung; dich

vu va cac thanh phan khac trong hé théng théng tin;

c) Co tai liéu mé ta loai théng tin cac thanh phan trong hé théng théng tin x& ly bao gém: théng tin
cbng cbng, thdng tin riéng, thdng tin ca nhan, théng tin bi mat nha nwéc va cac loai thdng tin khac

(néu co);

d) C6 tai liéu mo ta loai hé théng théng tin can cr theo chirc nang phuc vu hoat ddng nghiép vu bao
gdm: hé théng théng tin phuc vu hoat dong nodi bod, hé thdng théng tin phuc vu ngudi dan, doanh
nghiép, hé théng co s& ha tang thong tin, hé théng théng tin diéu khién cong nghiép, hé thdng

thong tin khac (néu co);
d) C6 tai liéu mé ta, giai thich tinh phu hop clia cap do dé xuét;
e) C6 y kién thdm dinh ctia don vi chuyén mon trwéc khi phé duyét cap do;

g) Binh ky 02 nam xac dinh lai cAp do an toan hé théng théng tin hodc khi c6 thay ddi, nang cép,

m& rong hé théng.

8.2.4.2 Thiét ké an toan hé théng théng tin (G4)

Yéu ciu bao gébm:

a) Co tai liéu mé ta thiét ké mod ta nhirng théng tin sau:

- Thiét ké vat ly hé thdng thong tin (thiét bi, két nbi vat ly)

- Thiét ké logic hé théng théng tin (cac phan vuing mang, chirc ndng);

- ng dung, dich vu hé théng (DNS, DHCP, NTP...)

- U’ng dung, dich vu phuc vu hoat déng nghiép vu

b) Cé tai lieu mé ta phwong an Iya chon gidi phap cong nghé

c) C6 tai liéu thiét ké phwong an bdo ddm an toan théng tin theo yéu ciu thiét ké hé théng;

d) C6 bd phan chuyén mén, t& chuyén gia danh gia, thAm dinh hd so thiét ké hé théng théng tin,

cac bién phap bao dam an toan théng tin truéc khi trién khai thuc hién;

48



TCVN XXXX: XXXX

d) Binh ky 01 ndm kiém tra tinh hop Iy trong thiét k& va cac bién phap bdo dadm an toan théng tin

cho hé théng hoac khi mé rong, nang cip hé théng théng tin.

8.2.4.3 Phat trién phan mém thué khoan

Yéu cau bao gém:

a) C6 tai liéu mé ta cac chirc nang, yéu cau an toan phdn mém can dap (ng;

b) C6 tai liéu mé ta phwong an, thiét ké, mé ta kha nang dap (ng cac yéu cau dat ra;
c) Phan mém can dap (ng céc tiéu chuan, quy chuan ky thuat theo quy dinh (néu co);

d) Yéu ciu cac nha phat trién cung cdp ma nguén phan mém:; thuc hién kiém tra, danh gia an toan

thong tin cho phan mém trwée khi st dung;

d) Kiém thtr phdn mém trén mdi trwdng thr nghiém va dwoc nghiém thu trwde 01 thang trwde khi

dwa vao st dung;

e) C6 bén thir 3 thyc hién kiém tra, danh gia ddc 1ap an toan théng tin cho phdn mém;

g) C6 cam két clia bén phat trién vé bao dam tinh bi mat va déc quyén ctia phan mém phat trién.
8.2.4.4 Thir nghiém va ban giao hé théng

Yéu ciu bao gém:

a) C6 noi dung, ké hoach thtr nghiém va nghiém thu hé thng;

b) C6 bd phan co trach nhiém thwe hién nghiém thu va kiém thdr hé thdng;

c) C6 don vi doc lap (bén thir 3) tw van va giam sat qua trinh thwe nghiém va kiém thir hé théng;

d) C6 bao cao nghiém thu dwgc thdm dinh va xac nhan cta bd phan chuyén trach va phé duyét cla

chd quan hé théng théng tin trwdc khi dwa vao st dung;

e) C6 xac nhan clia co quan chirc nang vé hop chuan, hop quy cla hé théng théng tin trwdc khi

dwa vao str dung.

8.2.4.5 Cac méi lién hé v&i bén cung cap dich vu an toan théng tin

Yéu ciu bao gém:

a) C6 quy dinh vé cac yéu cau, cac thdéa thuan, quyén han va trach nhiém cta bén cung cap;

b) C6 quy trinh ky két, thwc hién va duy tri cac cam két trong hop déng dbi véi cac bén cung cép;
c) C6 thda thuan va cam két trach nhiém ctia méi bén truwdc khi dwoc ky két hop dong;

d) Bén cung cép dich vu an toan théng tin dwoc co quan c6 thdm quyén cip phép;

d) Bén cung cép dich vu an toan théng tin dwoc co quan c6 thdm quyén chi dinh.
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8.2.5 Quan ly van hanh hé théng

8.2.5.1 Quan ly an toan mang

Yéu cau bao gém:

a) Xay dwng chinh sach quan ly an toan mang, bao gébm cac yéu ciu co ban sau:
- Chinh sach két néi thiét bj dau cudi clia ngudi st dung vao hé thébng mang

- Chinh sach quan ly kiém soat truy nhap di vao va tir hé théng di ra

- Chinh séach truy nhap va quan ly cu hinh hé théng

- Chinh sach bdo dam an toan di liéu qua moi trwdng mang

- Chinh séach sao lwu va dy phong va khéi phuc cau hinh hé thdng

- Chinh sach ghi nhat ky hé thdng va giam sat an toan théng tin

b) Xay dwng quy trinh quan ly, van hanh hoat déng binh thwéng cla hé théng;
c) Xay dwng quy trinh cap nhat; sao lwu, dw phong cac tép tin cau hinh hé théng;

d) Xay dwng quy trinh ciu hinh téi wu, tdng cuwéng bdo mat cho thiét bi mang, bao mat (cirng héa)

trong hé théng va thwe hién quy trinh truwéc khi dwa hé thdng vao van hanh khai thac;

d) Xay dwng quy trinh khoi phuc hé théng sau khi xay ra sw cd; dinh ky 01 ndm thwc hién dién tap
theo quy trinh.

8.2.5.2 Quan ly an toan may chu va trng dung

Yéu ciu bao gébm:

a) Xay dwng chinh sach quan ly an toan may chd va ng dung, bao gdbm cac yéu ciu co ban sau:
- Chinh sach vé quan ly va st dung may chi va trng dung an toan,

- Chinh sach truy nhap va quan tri may chu va trng dung,

- Chinh sach truy nhap mang,

- Chinh sach bao dam an toan di¥ liéu qua mdi treéng mang,

- Chinh séach sao lwu va dy phong va khdi phuc ciu hinh hé théng,

- Chinh séach ghi nhat ky hé théng va giam sat an toan thong tin;

b) Xay dwng quy trinh cai dat, g& bd hé diéu hanh, dich vy, phan mém trén hé théng may cha va
rng;

c) Xay dwng quy trinh quan ly, van hanh hoat ddng binh thwéong cia hé théng may chi va dich vy;

d) Xay dwng quy trinh cau hinh ti twu va tang cworng bdo mat (cirng héa) cho hé théng may chi va

dich vu va thuc hién quy trinh trwdc khi dwa hé théng vao st dung;
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d) Xay dwng quy trinh két ndi va g& bd hé théng may chi va dich vu khdi hé théng;

e) Xay dwng quy trinh cap nhat; sao lwu, dw phong céc tép tin cau hinh hé théng, tép tin dw phong

hé diéu hanh va cac dir liéu quan trong khac can Iwu sao I dw phong (néu cd);

g) Xay dwng quy trinh khéi phuc hé diéu hanh, rng dung, dich vu sau khi xay ra sw c6.
8.2.5.3 Quan ly an toan dir liéu

Yéu cau bao gém:

a) Xay dung chinh sach quan ly an toan di liéu, bao gdm céc yéu cau co ban sau:

- Yéu cau an toan dbi véi phwong phap ma hoa;

- Quan ly va str dung khoa bi mat;

- Phan loai, quan ly di¥ liéu bi mat;

- Co ché ma héa va kiém tra tinh toan ven cla di liéu;

- Trao dbi di¥ liéu qua méi trwdng mang va phwong tién lwu tri;

- Sao lwu, dy phong va phéi phuc di¥ liéu (tAn suét sao lwu dw phong, phwong tién lwu tri, thdi gian

lwu tri; noi lwu triy, phwong thire lwu triv va phwong thire 1ay div liéu ra khdi phwong tién lwu triv).

b) Xay dwng danh sach théng tin, tép tin va dir liéu, phan mém va cac tai nguyén khac trén hé

thdng can dy phong;

c) Xay dwng quy trinh sao lwu dw phong, dinh ky 01 tuan (hodc khi cé thay dbi trén hé théng can

sao lwu dy phong) thwe hién quy trinh sao lwu dy phong;

d) Xay dwng quy trinh khéi phuc di¥ liéu dw phong;

d) Xay dwng quy trinh kiém tra, van hanh va bao tri hé thdng sao lwu dw phong.
8.2.5.4 Quan ly an toan thiét bi dau cudi

Yéu cau bao gém:

a) Xay dwng chinh sach quan ly an toan thiét bi dau cudi, bao gébm cac yéu ciu co ban sau:
- Chinh sach vé quan ly va st dung cac thiét bi dau cubi an toan;

- Chinh sach két ndi thiét bi du cudi vao hé théng;

- Chinh séach két ndi, truy nhap va st dung thiét bj dau cubi twr xa;

- Chinh sach bao dam an toan vat ly cho thiét bi dau cudi;

b) Xay dwng quy trinh quan ly, van hanh hoat dong binh thwdng cho thiét bj dau cubi;

c) Xay dwng quy trinh cai dat, két ndi va g& b thiét bi dau cubi vao hé théng;
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d) Xay dwng quy trinh c4u hinh téi twu va tdng cwdng bao mat (cirng héa) cho may tinh ngudi st
dung va thwe hién quy trinh trwéc khi dwa hé théng vao st dung;

d) Xay dwng quy trinh kiém tra, danh gia an toan théng tin xt ly diém yéu, 16 héng bao mat cho thiét

bi dau cubi.

8.2.5.5 Quan ly thiét bi hé théng

Yéu cau bao gém:

a) Xay dwng chinh sach truy nhap, quan ly va cu hinh thiét bi;

b) Quy dinh vé& cac diéu kién bdo d&m an toan vat ly cho thiét bi;

c) Xay dwng quy trinh 1ap dat, cai dat két néi va g& bd thiét bi khoi hé thdng;

d) Xay dwng quy trinh quén ly, van hanh khai thac hoat ddng binh thuwéng cla thiét bi;
d) Xay dwng quy trinh bao dwéng, bao tri thiét bj;

e) Xay dwng huéng dan cach str dung, quan ly, van hanh thiét bi cac thiét bj dau cubi va cac thiét bi

dw phong;

g) Chi dinh bo phan cé trach nhiém quan ly, van hanh va dinh ky kiém tra, stra chira, bao tri thiét b

(bao gdm thiét bj va thiét bj dw phong).
8.2.5.6 Quan ly phong chéng phan mém doc hai
Yéu ciu bao gébm:

a) Xay dwng quy dinh cho ngudi st dung vé viéc cai dat, se dung phan mém trén may tinh, thiét bj

di déng va viéc truy cap cac trang théng tin trén mang;

b) Xay dwng quy dinh vé viéc gt nhan t&p tin t méi trwéyng mang va qua cac phwong tién lwu triv

di dong;

d) Xay dwng quy dinh, quy trinh vé viéc cai dat, cap nhat va st dung phan mém diét virus; do quét,

kiém tra phan mém doc hai trén may tinh, may cha va thiét bi di dong;

d) Pinh ky 01 thang (ho&c khi phat hién hoat déng khéng binh thuwéng clia hé thdng) thuc hién kiém

tra va do quét phan mém doc hai trén toan bd hé thdng.

8.2.5.7 Quan ly giam sat an toan théng tin

Yéu ciu bao gém:

a) Xay dung chich sach giam sat an toan théng tin bao gém cac yéu cau co ban sau:

- Chinh s&ch truy nhap va quan ly hé théng giam sat;

- Quy dinh vé viéc két ndi; gri dir liéu tir cac thiét bi dwoc giam sat vé hé théng giam sat;
- Quy dinh vé& nhirng loai théng tin can dwoc giam sat;
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- Quy dinh vé viéc lwu trir va bdo ddm an toan thong tin giam sat (nhat ky hé théng);
- Quy dinh vé viéc dong bo thi gian gitra hé thdng giam sat va thiét bi dwoc giam sat.
b) Xay dwng quy trinh, quy dinh viéc két néi déi twong giam vao hé théng giam sat;
c) Xay dwng quy trinh quan ly van hanh hé théng giam sat, hé théng tap trung (néu co);
d) Xay dwng quy trinh theo déi, giam sat va canh bao sw cb phat hién dwoc trén hé thdng théng tin;
d) Chi dinh bd phan cé trach nhiém giam sat hé thdng thong tin.
8.2.5.8 Quan ly diém yéu an toan théng tin
Yéu cau bao gém:

a) Xay dwng danh muc, phién ban, chirc nang cho cac thanh phan cé trong hé thdng (thiét bi mang,
bdo mat; hé diéu hanh; may chi; ng dung, dich vu va cac thanh phan khac trong hé théng cé thé

tén tai diém yéu an toan thong tin va cac théng tin);

b) Xay dwng danh sach ngudn cung cip diém yéu an toan théng tin; phan nhém va mic doé cla

diém yéu cho cac thanh phan trong hé théng da xac dinh;

c) Xay dwng danh sach dau méi cac nhém chuyén ra, bén cung cap dich vu hd tro, cung cép dich

vu x ly, khac phuc diém yéu an toan thong tin;

d) C6 quy dinh vé viéc cap nhat thong tin, co ché canh bao cac diém yéu an toan thong tin cho cac

bd phan cé trach nhiém tuwong ng;

d) Xay dwng quy trinh, phwong an xt ly, khac phuc diém yéu an toan thdng tin theo cac nhém ha

tang mang; hé diéu hanh; trng dung va dich vu va cac nhém khac néu can quan ly;

e) Xay dwng cac phwong an xi ly tam thoi khi diém yéu an toan théng tin khéng/chwa cé kha nang
X ly;

g) Xay dwng quy trinh khéi phuc lai hé thdng sau khi xt ly diém yéu an toan thong tin that bai;

h) Chi dinh bo phan c6 trach nhiém quan ly diém yéu an toan théng tin.

8.2.5.9 Quan ly sw cé an toan théng tin

Yéu ciu bao gém:

a) Xay dwng danh sach, tiéu chi va phan loai cac sy cd an toan thoéng tin theo cac nhom sw cd: sw

cb an toan vat ly, sy ¢d an toan mang, sy ¢d an toan may chi, sy ¢ an toan dich vy;

b) Xay dwng danh sach dau médi cac nhém chuyén ra, bén cung cép dich vu hd tro, cung cép dich

vu x ly, khac phuc s ¢b an toan théng tin;
c) Xay dwng phwong an khac phuc, xt ly cac loai sy cb an toan théng tin twong ng;

d) Xay dwng quy trinh phat hién va canh bao sw cb an toan thong tin;
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e) Xay dung quy trinh khic phuc, x& Iy sw cé an toan thong tin bao gém: tiép nhan sy cb, xac
minh/x&c nhan sy cd, phan loai sw cb, bao cao sw cb, thu thap théng tin d& phuc vu phan

tich sw ¢, phan tich sw cd; xt Iy sw cb, tdng hop bao cao, Ivu hd so sw cb;
g) Xay dwng quy trinh diéu tra, phan tich va thu thap chirng ci;

h) Quy dinh vé viéc lvu hd so qua trinh xt ly, tdng két bai hoc kinh nghiém; dwa ra bién phap ngén

chan sw cb tai phat sinh; can lwu hé so toan qua trinh thwe hién;

i) Xay dwng quy trinh riéng dbi v&i nhitng sw cd nghiém trong can xr ly dac biét (vi du: sy cb gay
gian doan hoat ddng toan hé théng hoac 16 lot thdng tin bi mat..) va chi dinh bé phan chuyén trach

thwc hién;

k) Xay dwng phwong an bao cdo co quan chirc nang (theo cac quy dinh clia nha nwéc) trong

trwdng hop can hd tro diéu phdi, xt ly;

) Chi dinh bd phan ché trach nhiém quan ly va thwe thi xt ly sw ¢d an toan thong tin
8.2.5.10 Quan ly phwong an trng ctru khan cap

Yéu ciu bao gém:

a) Xac dinh, xay dwng tiéu chi phan loai sw ¢ an toan théng tin can x& ly theo phwong an &ng ctru

khan cép;

b) Chi dinh va phan trach nhiém cho bd phan va thanh phan tham gia phwong an trng clru khan

cap;

c) Quy dinh v& phwong an phan bd tai nguyén (con ngudi, tai chinh, phwong tién, bién phap ky

thuat...) cho phwong an (ng ctru khan cép;
d) Xay dwng phwong an &ng ctru khan cép theo tirng cip dd ng ctru khan cap;
d) Xay dwng quy trinh thwc hién phwong an &ng ctru khan cép;

e) Dinh ky hang ndm, t6 chirc dao tao, nang cao k§ ndng cho can bd chuyén trach co trach nhiém

thwe hién phwong an (rng ctru khan cép;
g) Pinh ky hang ndm t6 chirc dién tap phwong an (rng ciru khan cép;

h) Dinh ky (hodc dét xuat theo yéu cau thuc té) kiém tra, ra soat va cap nhat phwong an tng clru

khan cép cho phu hop véi yéu cau va tinh hinh thuc té.
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9 Yéu cau co’ ban cho cap d6 5
9.1 Yéu cau ky thuat
9.1.1 Bao dam an toan ha ting mang
9.1.1.1 Thiét ké hé théng (G5)
Yéu cau bao gém:
a) Thiét ké cac ving mang trong hé théng theo chirc ndng, bao gdm co ban co ban cac viing mang:
- Vung mang néi b (LAN)
- Vung mang bién (Outside)
- Vung mang may cha céng céng (DMZ),
- Vung mang may chd ndi bd (Server Farm)
- Vung mang cho may chu co s& dir liéu (Database)
- Vung mang may chu quan tri (Management)
- Vung mang khac (néu cd) theo yéu cau, muc dich ctia td chirc;
b) Phwong an thiét ké bdo dam cac yéu cau sau:

- Khoéng trién khai cac may chl co s& di liéu hodc dat co s& dir liéu, may chd ndi bod trong ving

mang may chu céng cong
- Thiét ké viing mang néi bd thanh cac mang chirc nang theo yéu cau nghiép vu (VLAN)

- Thiét ké phan ving mang riéng cho mang khéng day (néu cd) tach biét véi cac viing mang chirc

nang

- Thiét 1ap mét ving mang riéng (ving mang quan tri thiét bj) bao gém cac dia chi quan tri cla cac

thiét bi hé thdng; kiém soat, giam sat cac truy nhap tir ving mang khac vao viing mang nay
- C6 bién phap quan ly truy nhap va phong chéng xam nhap

- C6 phwong an chan loc phan mém doc hai trén méi trwérng mang

- C6 phwong an bao vé may chi co s& dir liéu chuyén dung

- Thiét ké cac thiét bi mang c6 thiét ké dw phong néng (HA hodc AA) bao dam tinh kha dung cla hé
thdng clia hé théng; ndng lwc cda thiét bi dap tng theo quy mé hé théng mang, sb lwong dich vu

cung cap va nguoi dung co trong hé théng
- C6 phwong an truy nhap, quan tri hé théng tir xa an toan
- C6 phwong an phong chdng tan céng tir chéi dich vu

- C6 phwong an giam sét tap trung hoat dong binh thwdng clia hé théng
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- C6 phwong an giam sat tap trung sw kién an toan théng tin trén hé théng
- C6 phwong an quan ly Iwu trir tap trung

- C6 phwong an quan ly tap trung cac phan mém phong chéng ma doc trén cac may chi/may tinh

nguwoi dung trong hé thdng

- C6 phwong an quén ly cap nhat ban va, diém yéu an toan théng tin tap trung

- C6 phwong an quan ly mang khéng day tap trung

- C6 phwong an quan ly dang nhap tap trung

- C6 phwong an quan ly tai khodn d&c quyén

- C6 phwong an quan ly chinh sach bao mat tap trung

- C6 phwong an kiém soat/ giam sat két ndi mang gitra cac mang trong mang noi bo

- C6 phwong an du phong & vi tri dia ly khac nhau; yéu cau cé 02 két néi doc lap gitra hé thdng

chinh va hé théng dw phong, phuc vu viéc trao ddi, ddng bd va sao lwu dw phong di liéu.
9.1.1.2 Kiém soat truy nhap tir bén ngoai mang (G5)
Yéu ciu bao gém:

a) Thiét 1ap hé thdng chi cho phép sl dung cac giao thirc mang cé chirc ndng ma hoéa thong tin nhw
SSH, SSL/TLS, VPN hoac twong dwong khi truy nhap, quan ly va st dung tai nguyén ndi bo trong

hé théng tlr cac mang bén ngoai:

b) Kiém soat truy nhap t&r bén ngoai vao hé théng theo tirng dich vu, (rng dung cu thé; chan tat ca

céac dich vu, ’ng dung ma hé théng khéng cung cap hodc khéng cho phép tlr bén ngoai;

c) Thiét 1ap gidi han thdi gian chd (timeout) dé dong phién két ndi khi hé thdng khéng nhan dwoc

yéu cau tir nguoi dung.

d) Phan quyén va cap quyén truy nhap tir bén ngoai vao hé théng theo theo tirng ngwdi dung hoac

nhém nguwdi dung can ct theo yéu ciu nghiép vy, yéu cau quan ly;

d) Gigi han s lwong két ndi ddng thoi tir mét dia chi ngudn va téng sb lwong két ndi déng thoi cho

trng ng dung, dich vu hé théng cung cip theo quy mé va kha ndng cung cap cla hé thdng
e) Kiém soat truy nhap tir bén ngoai mang theo thdi gian quy dinh cla tb chirc;

g) Kiém soat truy nhap tir bén ngoai theo dia chi nguén truy cap (theo chinh sach cta té chirc néu

co).
9.1.1.3 Kiém soat truy nhap ttr bén trong mang (S5)

Yéu ciu bao gém:
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a) Cho phép truy nhap ra bén ngoai cac dia chi Internet, (rng dung, dich vu theo yéu cau nghiép vu;

chan cac dich vu khac khéng phuc vu hoat ddng nghiép vu theo chinh sach cua t6 chirc;

b) C6 phwong an quan ly tap trung cac thiét bi dau cubi két néi vao hé thdng, bao gbm cac chirc

nang co ban sau:

- Quan ly theo dia chi vat ly, dia chi logic,

- Tai khoan nguwoi st dung,

- Chinh sach cai dat va thiét 1ap ciu hinh bao mat trén thiét bi,
- Cac chinh sach khac ctia hé thdng (néu co)

c) Trién khai hé thdng giam sat, phat hién va ngan chén truy cap tir bén trong mang dén cac dia chi

Internet bi cAm truy cap theo chinh sach cla td chirc

d) Gi&i han truy nhap theo thdi gian (theo chinh sach truy nhap ctia tb chirc néu cd);

d) C6 phuwong an quan ly tap trung viéc truy nhap, st dung tai nguyén ctia may tinh ngui str dung.
9.1.1.4 Nhat ky hé théng (G5)

Yéu ciu bao gém:

a) Thiét 1ap chirc nang ghi, lwu trir nhat ky hé thdng trén cac thiét bi;

b) St dung may chi thoi gian trong hé thdng dé déng bo thoi gian gitka cac thiét bi mang, thiét bj

dau cudi va cac thanh phan khac trong hé thdng;

c) Théng tin vé truy cap ng dung dich vu can ghi nhat ky bao gém:

- Thoi gian két ndi

- Thong tin két néi mang (dia chi IP, cdng két néi)

- Hanh déng dbi vai két néi (cho phép, ngdn chan)

- Thao tac nguoi st dung khi két ndi thanh cong

- Théng tin cac thiét bi dau cubi két ndi vao hé théng theo dia chi vat ly va logic
- Théng tin va thao tac ngwdi quan tri cdu hinh, thay déi hé théng

- Théng tin cdnh béo tir cac thiét bi

d) Gidi han tai nguyén cho chirc nang ghi nhat ky trén thiét bi, d& bdo dam chirc ndng nay khéng

lam anh hwéng, gian doan hoat déng cua thiét bj;
d) Lwu trlr va quan ly tap trung nhat ky hé thdng trén hé théng quan ly nhat ky hé théng tap trung;

e) Luu trir dw phong di¥ liéu nhat ky hé théng trén hé théng lwu trir riéng biét;
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g) Phan quyén truy nhap chi cho phép tai khoan cé chirc ndng quan ly nhat ky hé théng cé quyén
truy nhap quan ly di¥ liéu nhat ky hé théng;

h) Lwu trir nhat ky hé thdng cha thiét bj téi thiéu 12 thang.

9.1.1.5 Phong chéng xam nhap (G5)

Yéu cau bao gém:

a) C6 phwong an phong chéng xam nhap chuyén dung dé bao vé cac viing mang may chi cong

cdng, may chd ndi bd, may chd co s& di¥ liéu va vang mang ndi bo;
b) Tw déng cap nhat thoi gian thuc co s& div liéu, d4u hiéu phat hién tan cong;

c) Bao ddm nang lyc hé thdng bao dam dap trng du theo yéu cau theo quy mé sé lwong ngudi

dung va dich vu, trng dung ctia hé théng cung cép;

d) C6 phwong an tw ddng x& ly bdo dam hoat ddng binh thwéng clia hé théng khi hé thdng xay ra

sw cd;

e) C6 phwong an dw phong néng hé théng.

9.1.1.6 Phong chéng phan mém doc hai trén méi triwéyng mang (G5)
Yéu ciu bao gém:

a) Thiét lap hé théng phong chéng phan mém doc hai chuyén dung dé bao vé cac ving mang may

chu va vuang mang ndi bo;
b) Tw déng cap nhat thoi gian thuc co s& div liéu cho hé thédng phong chéng phan mém doc hai.

c) Bao ddm nang lwc hé thdng bao ddm dap trng dd theo yéu cau theo quy md sb lwong ngudi

dung va dich vu, trng dung ctia hé théng cung cép;

d) C6 phwong an tw dong xt&r ly bado dam hoat déng binh thwéng ctia hé thdng khi hé théng xay ra

sw co;

d) Cé phwong an dw phong néng hé théng.
9.1.1.7 Bao vé thiét bi hé thdng (G5)

Yéu ciu bao gém:

a) Cau hinh chirc ndng xac thwe trén cac thiét bi hé théng dé xac thuc ngudi dung sir dung quan tri

thiét bj trwec tiép hoac twr xa;

b) Thiét 1ap hé thdng chi cho phép st dung céc giao thirc mang c6 chirc ndng ma hoéa théng tin nhw
SSH, SSL/TLS, VPN hodc twong dwong khi truy nhap, quan tri thiét bi;

c) Cho phép han ché céac dia chi IP, dia chi mang c6 thé két két ndi, quan tri thiét bi tw xa;

d) Han ché dwoc sb 1an dang nhap sai khi quan tri hodc két ndi quan tri tir xa theo dia chi IP nguén;

58



TCVN XXXX: XXXX
d) Phan quyén truy nhap, quan trj thiét bj di v&i cac tai khoan quan tri cé quyén han khac nhau;
e) Nang cap, xt ly diém yéu, 16 hdng bdo mat clia thiét bi hé théng truéc khi dwa vao st dung;
g) Céu hinh tdi wu, tdng cwdng bdo mat cho hé théng thiét bi hé théng truvéc khi dwa vao st dung;

h) Thiét lap hé théng quan ly tai khoan dac quyén dé quan ly, giam sat tap trung viéc quan tri, ciu
hinh cac thiét bj.

9.1.2 Bao dam an toan may chu
9.1.2.1 Xac thwc (S5)

a) Thiét 1ap chinh sach xac thuc trén may chi dé xac thwe nguwdi dung st dung khi khi truy nhap,

quan ly va str dung may chu;

b) Thiét Iap chinh sach an toan mat khiu cho may chdi bao gdm céc yéu cau co ban sau:

- Yéu cu thay dbi mat khau méc dinh,

- Thiét 1ap thdi gian yéu cau thay déi mat khau,

- Thiét 1ap thoi gian mat khau hop 18,

- Thiét 1ap quy tic dat mat khau vé sb ky tw, loai ky tw;

c) Thay ddi cac tai khodn méc dinh trén hé thdng hodc v6 hiéu héa (néu khong st dung);

d) Han ché s 1an dang nhap sai trong khodng thoi gian nhét dinh véi mot tai khoan nhét dinh;

d) Thiét 1ap cAu hinh dé vo hiéu héa tai khodn néu tai khodn dé dang nhap sai nhiéu 1an vwot sb 1an

quy dinh;
e) Théng tin xac thwc yéu cau can thay ddi dinh ky 03 thang/Ian:;

g) St dwng co ché xac thwe da nhan td dé& xac thwe nguwdi st dung khi truy nhap vao cac may chi

quan trong trong hé théng;

h) Thiét 1ap hé théng dé chi cho phép dang nhap vao hé théng vao khoang thoi gian hop 1é (theo

quy dinh cta td chirc);

i) Ap dung giai phap xac thwc manh va quan ly tap trung théng tin xac thuc trén hé thdng.
9.1.2.2 Kiém soat truy nhap (S5)

Yéu ciu bao gém:

a) Thiét 1ap hé théng chi chi cho phép sl dung céac giao thirc mang cd chirc ndng mé héa théng tin
nhw SSH, SSL/TLS, VPN hoac twong dwong khi truy nhap, quan tri may chu tir xa théng qua mdi

trwdng mang;

b) Thay dbi cbng quan tri méc dinh cla may chi;
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c) Thiét lap gi&i han thoi gian cho (timeout) dé& déng phién két ndi khi may chi khéng nhan dwoc
yéu cau tlr ngudi dung;

d) Gi&i han dia chi IP nguén dwoc phép truy nhap, quan tri may chu tw xa;

d) Thiét lap hé thdng khong truy nhap truc tiép céng quan tri, phan mém quan tri may chi tir cac
mang bén ngoai; thuwc hién gian tiép thong qua két ndi mang riéng o hodc cac phuong thirc khac

twong duong;

e) Phan quyén truy nhap, quan tri, s dung tai nguyén khac nhau trén may chi véi ngudi st dung/

nhém ngudi st dung cé chirc nang, yéu cau nghiép vu khac nhau;

g) Cap quyeén tbi thiéu (quyén truy nhap, quan tri) cho tai khoan quan tri may chd theo quyén han:
h) Kiém soat truy nhap may chi theo khoang thoi gian hop 18 (theo chinh sach cla td chirc néu cd).
9.1.2.3 Nhat ky hé théng (G5)

Yéu cau bao gém:

a) Ghi nhat ky hé théng bao gém nhi¥ng théng tin co’ ban sau:

- Théng tin két néi mang t&i may cha (Firewall log),

- Thoéng tin trang thai hoat dong ctia may cha (CPU, RAM, Network...),

- Théng tin cac 16i phat sinh trong qué trinh hoat dong,

- Thoéng tin dang nhap va truy nhap tai nguyén trén may chu,

- Thong tin quan tri, thay déi cAu hinh trén may chd (thdi gian, dia chi, tai khoan truy nhap va thao

tac trén may chi va cac thong tin quan tri khac can ghi nhat ky (néu co),

- Céc thong tin khac can ghi nhat ky theo yéu cau thuc té (néu co);

b) Béng bo thi gian gitka may chd véi may chi thdi gian cia hé théng;

c) Gi6¢i han dd dung lwong lwu trik nhat ky hé thdng dé khong mét hodc tran nhat ky hé thdng;

d) Quan ly va lwu tri nhat ky hé thdng trén hé théng quan ly nhat ky hé thdng tap trung, gt dir liéu

nhat ky hé thdng vé hé théng trung tam theo thoi gian thuec;

d) Lwu di¥ liéu nhat ky hé thdng trén hé thdng Iwu trie riéng biét; lwu trl c6 ma héa déi vei di lidu

nhat ky hé théng ciia may chd quan trong;

e) Phan quyén truy nhap chi cho phép tai khoan quan tri cao nhat ho&c tai khoang cé chirc ndng

quan ly nhat ky hé théng cé quyén truy nhap quan ly div liéu nhat ky hé thdng;

g) Thiét Iap hé théng quan ly tai khoan dac quyén dé ghi nhat ky hé théng viéc truy nhap va quan tri
may chu;

h) Lwu nhat ky hé théng trong khoang thai gian tdi thiéu 1a 12 thang.
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9.1.2.4 Phéng chéng xam nhap (G5)
Yéu cau bao gom:
a) Loai bé cac tai khoan khéng st dung va cac tai khoan khéng con hop 1é trén may chd;
b) V& hiéu hoéa cac giao thirc mang khoéng an toan, cac dich vu hé théng khéng st dung;
c) St dung twong Itra clia hé diéu hanh may chi dé cAm cac truy nhap trai phép téi may cha;

d) C6 co ché cap nhat va xt& ly ban va, diém yéu an toan théng tin cho hé diéu hanh va cac dich vu

hé théng trén may cha tir hé thdng quan ly tap trung;
d) Thuc hién nang cap, xi ly diém yéu, 16 hdng bado mat trén may chi trwéc khi dwa vao st dung;
e) Thuc hién cu hinh t6i wu, ting cwdng bao mat cho may chi trwde khi dwa vao s dung;

g) Cai dat phan mém phong chéng xam nhap cho may chi (Host based IDS) va kiém tra tinh toan

ven clia cac tép tin hé thdng.
9.1.2.5 Phong chéng phan mém doc hai (G5)
Yéu cau bao gdm:

a) Cai dat phan mém phong chéng ma doc va thiét lap ché do tw dong cap nhat co s& dir liéu cho

phan mém;

b) C6 phwong an kiém tra, do quét, x& ly phan mém doc hai cho cac phan mém trwde khi cai dat
Ién may chd;

c) Quan ly tap trung (cap nhat, cadnh béo va quan ly) cac phan mém phong chéng ma doc trén may
ch va cac may tinh nguwdi str dung trong hé thdng;

d) C6 co ché kiém tra, xt ly ma doc clia cac phwong tién lwu triv di dong (USB, dia flash...) trwéc
khi két ndi voi may ch:

d) Thiét 1ap hé théng coé chirc theo dbi, giam sat va canh bao thoi gian thue cac tién trinh méi xuét
hién, cac tép tin hé théng bj thay ddi trén may cha.

9.1.2.6 Xtr ly may chu khi chuyén giao (S5)

Khi chuyén giao hoac thay dbi muc dich st dung can thuc hién:

a) Sao lwu, dy phong théng tin, dir liéu trén may chd, anh cltia hé diéu hanh may chi;

b) Xda toan bé di¥ liéu lwu trir trén may chid va xéa hé diéu hanh may cha;

c) St dung cac bién phap kj thuat dé bao dam di liéu khdng thé khéi phuc sau khi xéa.

9.1.3 Bao dam an toan trng dung

9.1.3.1 Xac thwc (S5)

Yéu ciu bao gém:
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a) Thiét 1ap cau hinh (rng dung dé xac thuc ngudi st dung khi quan tri, cAu hinh ciu hinh tng dung
va str dung tng dung (néu rng dung can quan ly truy nhap);

b) Thiét Iap chinh sach an toan mat khdu cho may chd bao gdm céc yéu cau co ban sau:
- Yéu cau thay dbi mat khau méc dinh,

- Thiét 1ap th&i gian yéu cau thay déi mat khau,

- Thiét 1ap thoi gian mat khau hop 18,

- Thiét 1ap quy tc dat mat khau vé sb ky tw, loai ky tw;

c) V6 hiéu héa ho&c thay dbi cac thong tin cac tai khodn mac dinh (néu cd);

d) Lwu trir ma hoéa thong tin xac thuc trén hé thdng;

d) Ma hoa théng tin xac thyc trwde khi glri qua méi tredng mang;

e) Thiét 1ap cau hinh trng dung dé ngén can viéc dang nhap tw dong;

g) Han ché sb lan dang nhap sai trong khoang thoi gian nhét dinh véi tai khoan nhét dinh;
h) V& hiéu hoa tai khodn néu dang nhap sai nhiéu lan vwot sé 1an quy dinh;

i) Théng tin xac thwe yéu cau can thay déi dinh ky 03 thang/lan;

k) Ap dung gidi phap xac thwc manh va quan ly tap trung thdng tin xac thwe trén hé théng.
9.1.3.2 Kiém soat truy nhap (S5)

Yéu ciu bao gém:

a) Thiét 1ap hé thdng chi cho phép s dung cac giao thirc mang cé chirc ndng ma hoéa thong tin nhw
SSH, SSL/TLS, VPN hoac twong dwong khi truy nhap, quan tri ’ng dung tr xa théng qua moi

trwdng mang;

b) Thiét 1ap hé théng cdm truy nhap trwc vao trang quan tri, cdng quan tri (’ng dung tir cac mang
bén ngoai ma can thyc hién gian tiép bang cach st dung mang riéng do hodc cac phwong thirc

khac twong duong;

c¢) Gi¢i han dia chi IP quan tri dwgrc phép truy nhap, quan tri ’ng dung tr xa;

d) Thay dbi, tach biét cong két nbi quan tri rng dung vé&i cbng cung cép dich vu (rng dung;

d) Thiét lap gi¢i han thoi gian chd (timeout) d& dong phién két néi khi rng dung khéng nhan duoc
yéu cau tir ngudi dung;

e) Phan quyén truy nhap, quan tri, s dung tai nguyén khac nhau ctia tng dung vé&i nguwdi st dung/
nhém ngui siv dung ¢ chirc nang, yéu cau nghiép vu khac nhau;

g) Cap quyén tdi thiéu (quyén truy nhap, quan tri) cho tai khodn quan tri 'ng dung theo quyén han;
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h) Thiét 1ap quyén t6i thiéu (chi cip quyén truy cap co s& dir liéu) cho tai khoan két néi co s& div
liéu;

k) Gi¢i han sb lwgng cac két néi dong thoi (két ndi khdi tao va da thiét 1ap) déi véi cac trng dung,
dich vu may chi cung cép;

[) Khéa tam thédi hoac khong cho truy nhap quan tri (’ng dung trong khoang th&i gian ngoai gi& lam
viéc.

9.1.3.3 Nhat ky hé théng (G5)

Yéu cau bao gom:

a) Ghi nhat ky hé théng bao gém nhi¥ng théng tin co’ ban sau:

- Théng tin théng tin thoi gian, dia chi, tai khoan (néu c6), ndi dung truy nhap va st dung (rng dung

(rng dung,
- Théng tin cac 16i phat sinh trong qua trinh hoat déng,
- Théng tin quan tri, thay dbi cu hinh (ng dung,

b) Quan ly va lwu trir nhat ky hé thdng trén hé théng quan ly nhat ky hé théng tap trung, gvi di liéu

nhat ky hé thong vé& hé théng trung tam theo thdi gian thuc;

c) Lwu di¥ lieu nhat ky hé thdng trén hé thdng Iwu trir riéng biét; lwu trir cé ma hoéa dbi voi div liéu

nhat ky hé thong ciia may chd quan trong;

d) Phan quyén truy nhap chi cho phép tai khodn quan tri cao nhéat hodc tai khodng cé chirc nang

quan ly nhat ky hé thédng cé quyén truy nhap quan ly di liéu nhat ky hé théng;

d) Thiét 1ap hé théng quan ly tai khodn ddc quyén dé ghi nhat ky hé théng viéc truy nhap va quan tri

trng dung;

e) Lwu nhat ky hé théng trong khoang thoi gian tdi thiéu [a 12 thang.
9.1.3.4 Bao mat thong tin lién lac (S5)

Yéu cau bao gém:

a) Ma héa théng tin, div liéu (khdng phai la théng tin, dir liéu cdng khai) trwéc khi truyén dua, trao

ddi qua mdi trwdng mang;

b) S dung giao thirc mang cé chirc nang ma héa théng tin nhw SSH, SSL/TLS, VPN hoac twong

duwong;

c) S dung két hop cac giao thirc véi phwong phap ma hoa di liéu dé tao thanh 02 I&6p béo vé div

liéu 2 khi truyén qua méi truéng mang;

d) St dung kénh vat ly riéng khi khi truyén dwa, trao dbi qua méi tredng mang déi véi dir liéu quan

trong;
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d) S&r dung kénh ma héa vat ly chuyén dung dbi v&i nhivng loai dir liéu dac biét quan trong.
9.1.3.5 Chéng chéi bé (G5)
Yéu cau bao gom:

a) Cung cép chirc ndng chirc thwe, xac minh théng tin, ngudn gtvi théng tin khi trao d6i thdng tin, div

liéu (khdng phai la thong tin, d liéu cong khai) qua moi trrdng mang;

b) Ap dung co ché xac thuwc hai chiéu khi trao di di¥ liéu quan trong qua méi tredng mang;

c) St dung thiét bj lwu trir chuyén dung dé lwu tri» thong tin xac thuc.

9.1.4 An toan dir liéu

9.1.4.1 Nguyén ven dir liéu (S5)

Yéu ciu bao gém:

a) C6 phwong an quan ly, lwu triv di liéu quan trong trong hé théng bao dam tinh nguyén ven;

b) C6 phwong an gidm sat, cdnh bao khi c6 thay déi thong tin, di liéu lwu trén hé thdng lwu

trlv/phwong tién Iwu triv.

9.1.4.2 Bao mat dir liéu (S5)

Yéu ciu bao gém:

a) Lwu trir c6 ma héa cac thong tin, dir liéu khong cong khai trén hé théng Iwu trii/phwong tién lwu
triv;

b) Thiét 1ap phan ving lwu trir ma héa, chi cho phép nguwdi co quyén, trach nhiém truy nhap, lwu triv
di liéu trén phan ving ma hoa.

c) Phan quyén quan ly théng tin ma hoéa dir liéu (phwong phap, céng cu va mat khau ma hoa);
9.1.4.3 Sao lwu dw phong (A5)

a) Thuc hién sao lwu, dy phong cac théng tin, di¥ liéu co ban sau: tap tin ciu hinh hé théng, anh hé

diéu hanh may chd, so sé di liéu; dir liéu, thédng tin nghiép vuy;

b) Phan loai va quan ly cac di¥ liéu dwoc lwu trir theo tirng loai/nhém thdng tin dwg'c gan nhan khac

nhau;

c) C6 hé théng/phuong tién lwu trir doc 18p voi hé théng lwu triv trén cac may chd dich vu dé sao

lwu dw phong;

d) St dung co ché tw déng sao lwu dw phong dbi véi théng tin/di liéu thay dbi thwéng xuyén hoac

cap nhat ban sao lwvu dy phong khi thay doi;

d) St dung hé thdng sao lwu dw phong hd tro chirc nang dw phong dw phong néng (online), dw

phong ngudi (offline) va cac chirc nang dw phong khac (theo yéu cau thuc té);
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e) S dung hé thdng sao lwu dw phong cé kha nang chiu 16i, cho phép khdi phuc di liéu néng khi

mot thanh phan trong hé théng xay ra sw cd;

g) Lwu trlr d phong cac dir liéu quan trong trén hé théng/phuo’ng tién Iwu trlr dy phong & vi tri vat
ly khac nhau; bdo dam méi trwéng bdo quan va phwong phap quan ly gibng nhuw véi hé théng
chinh;

h) Duy tri it nhat 02 két ndi mang tlr hé théng sao lwu dy phong chinh véi hé thdng sao Iwu dw
phong phu.

9.2 Yéucauquanly

9.2.1 Chinh sach an toan théng tin

9.2.1.1. Chinh sé&ch an toan théng tin

Bao gdm cac yéu cau sau:

a) Xac dinh cac muc tiéu, nguyén tac bao dam an toan théng tin;

b) Xac dinh trach nhiém cta don vi quan ly an toan théng tin, cac thanh vién trong ban quan ly an

toan thong tin va cac ddi twong thuéc pham vi diéu chinh ctia chinh sach an toan théng tin;
c) Xac dinh pham vi quan ly an toan bao gdm cac néi dung co’ ban sau:

- Pham vi quan ly v& vat ly va logic cla tb chirc;

- Cac loai tai san (tai liéu, dir liéu, thiét bi, con nguaoi...);

- Cac ing dung, dich vu hé théng cung cép;

- Ngudn nhan lyc bdo ddm an toan théng tin (Cap Lanh dao, can bo quan ly, can bo k§ thuat, nhan

vién...);

d) Xay dwng chinh sach an toan théng tin co’ ban cho ngudi str dung bao gém:
- Truy nhap, st dung tai nguyén trén ndi bd

- Truy nhap mang va tai nguyén trén Internet

- Cai dat va str dung may tinh an toan

- An toan di¥ liéu

- St dung va quan ly tai san

d) Xay dwng chinh sach an toan théng tin cho ngudi quan tri bao gom:

- Quan ly an toan mang

- Quan ly an toan may cha va (rng dung

- Quan ly an toan di¥ liéu
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- Quan ly an toan thiét bi dau cubi

_Quan Iy thiét bj hé théng

- Quan ly giam sat an toan thong tin

- Quan ly phong chéng phan mém doc hai

- Quan ly diém yéu an toan théng tin

- Quan ly sw cb an toan théng tin

- Quan ly phwong an &ng ctru khan cap

- Quan ly tai san

- Quan ly thay di hé thdng

9.2.1.2 Xay dwng va cong bé (G5)

Yéu cau nay bao gom:

a) Puoc xay dwng théng nhéat va dwoc quan ly theo tirng phién ban;
b) Bwoc thdm dinh, thdng qua trwéc khi trién khai ap dung:

c) Cong bé trwec 02 thang khi ap dung;

d) Té chirc tuyén truyén, bd bién cho toan bd can bo, can bo trong té chirc;

d) Xin y kién thdm dinh v& mét chuyén mén, tinh hop phap ctia chinh sach quan ly an toan théng tin

trwdc khi cong bd va ap dung;

e) Quy dinh riéng viéc xay dung, cong bb va ap dung chinh sach quan ly an toan théng tin cé tinh

dac thu riéng hoac bi mat.
9.2.1.3. Ra soat, stra doi (G5)
Yéu cau bao gém:

a) Pinh ky 06 thang hodc dot xuét (khi co thay ddi chinh sach) kiém tra lai chinh sach quan ly an

toan dé tim ra diém chwa hop ly, thiéu sét can can chinh stra hodc bd sung;

b) Lwu lai lai nhirng théng tin vé nhirng trong viéc trién khai, ap dung chinh sach quan ly an toan

thong tin, phan héi ctia dbi twong ap dung chinh séach.

c) Xin y kién thAm dinh vé mat chuyén mén, tinh hop phap cla chinh sach quan ly an toan théng tin

trwde khi cong bb va ap dung.
9.2.2 T6 chirc bao dam an toan thong tin
9.2.2.1 Bon vi quan ly an toan théng tin (G5)

Yéu cau bao gom:
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a) Thanh Iap don vi chuyén trach hoac chi dinh don vi (hoac b6 phén) c6 trach nhiém quan ly vé an

toan théng tin trong té chirc (Bon vi quan ly an toan théng tin);

b) Phan dinh vai trd va trd va trach nhiém, co ché phdi hop cla cac bd phan, thanh vién trong Don

vi quan ly an toan thoéng tin;
c¢) Chi dinh boé phan chuyén trach cé trach nhiém xay dwng va quan ly chinh sach an toan thong tin.
d) Chi dinh bd phan cé trach nhiém thwc thi chinh sach an toan thong tin da xay dwng.

d) B tri can bd quan ly & vi tri quan trong phai 1a can bd chuyén trach, khéng dwoc kiém nhiém

mang cong viéc khac;

e) Bé tri t6i thiéu 02 can bo theo méi mang cong viéc can quan ly.
9.2.2.2 Lién lac v&i nhirng co’ quan/td chirc cé tham quyén
Yéu cau bao gém:

a) Xac dinh va lwu théng tin cac co quan cé chirc nang quan ly va thyc thi cdng tac bao dam an

toan thoéng tin;

b) Xac dinh va lwu théng tin cac co quan trong cdng tac hd tro diéu phdi xt ly sw cb an toan théng
tin;

c) Xay dwng quy ché, thda thuan phdi hop gitra td chirc véi cac co quan chirc nang;

d) Ctr dau méi lien hé/dai dién td chirc trong viéc té chirc thwe hién quy ché, thda thuan.

9.2.2.3 Lién lac v&i cac nhém chuyén gia

Yéu ciu bao gébm:

a) Xac dinh va lwu théng tin cac chuyén gia/nhdém chuyén gia trong linh vic an toan théng tin;

b) Xac dinh va Iwu théng tin co quan, té chirc cung cép dich vu an toan thong tin;

c) Xay dwng théa thuan phdi hop, quy ché lam viéc gitra td chirc v&i cac chuyén gia/nhém chuyén

gia; co quan, té chirc cung cap dich vu an toan théng tin.
9.2.3. Bado dam nguén nhan lyc

9.2.3.1.Trwée khi tuyén dung

Yéu ciu bao gém:

a) C6 quy dinh vé quy trinh tuyén dung can bo; thdm tra vé ly lich, than phan cia can bd dwoc
tuyén dung; cé chuyén gia trong linh vwc danh gia, kiém tra trinh dd chuy@n mén phu hop vai vi tri
tuyén dung;

b) Céac diéu khoan va diéu kién tuyén dung: dwa ra cac diéu khoan, diéu kién trong hop dbng véi

nhan vién va nha thau; trach nhiém cda cla cac bén lién quan trong hop déng;
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c) Can bo dwoc tuyén dung yéu cau cé trinh dd chuyén mén phu hop véi vi tri tuyén dung, hiéu biét
va c6 kinh nghiém tbi thiéu 03 nam trong linh vuc an toan théng tin;

d) C6 ban thda thuan riéng va ky xac nhan véi can bé dwoc tuyén dung vao cac vi tri quan trong

nhw: quyén, trach nhiém, pham vi, thoi gian va cac théa thuan khac lién quan;

d) Xay duwng quy ché tuyén dung riéng déi véi nhirng vi tri d&c biét quan trong hodc tuyén dung vao

lam viéc tai cac nganh dac biét.

e) Tham tra, xac minh ly lich cGa (rng vién tuyén dung, cGa nha thau va bén th(r ba, bao dam su

phu hop véi phap luat, qui dinh va dao drc va phu hop véi cac yéu cau ciia cdng Viéc.
9.2.3.2 Trong qua trinh lam viéc
Yéu cau nay bao gébm:

a) T chirc dao tao nang cao nhan thirc vé an toan théng tin va ky ndng an toan co ban vé an toan

théng tin trong qua trinh [am viéc trwde khi lam viéc chinh thire trong td chirc;

b) C6 ké hoach va dinh ky 01 nam td chirc dao tao vé an toan théng tin hang ndm cho 03 nhém dbi

twong bao gdbm: can bo ky thuat, can boé quan ly va ngwdi st dung trong hé théng;

c) C6 tiéu chi danh gia ky nang, kién thirc chuyén mén, cling nhw nhan thirc vé an toan théng tin
ddi véi can bd & cac vi tri;

d) Dinh ky 06 thang tién hanh kiém tra ky nang, kién thirc chuyén mén, ciing nhw nhan thirc vé an
toan thong tin déi véi can bo & cac vi tri;

e) C6 bén thir 3 thyc hién kiém tra, danh gia doc lap.

9.2.3.2 Cham dut hodc thay déi cong viéc

a) Co quy dinh vé quan ly cac quy trinh, tha tuc can bé théi viéc, quy trinh nghi viéc ctia can bd can

tuan tha theo quy trinh, tha tuc da quy dinh;

b) C6 quy trinh vd hiéu hoa tat cd cac quyén truy cap thong tin riéng clia té chirc, quyén truy cap,

quan tri hé théng sau khi c6 can bd théi viéc;

c) Cé quy trinh thu hoi tAt ca cac van ban, gidy td, cac thé tin dung, cac thé truy cap, théng tin dwoc
lwu trén cac phwong tién dién tlr; cac trang thiét bi may méc, phan cirng, phan mém va céc tai san

khac cuia td chirc do can bd quan Iy va st dung;

d) Can bd nghi viéc phai c6 don va thdng bao truwdc 06 thang;

d) C6 cam két gitr bi mat théng tin lién quan dén td chirc déi v&i can bd & vi tri cha chét sau khi
nghi viéc;

e) C6 quy ché théi viéc riéng cho nhirng vi tri dac biét quan trong hoac tuyén dung vao lam viéc tai

cac nganh dac biét nhu co yéu.
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9.2.4 Quan ly xay dwng hé théng théng tin
9.2.4.1 Xac dinh cap dd an toan hé théng théng tin (G5)
Yéu cau bao gém:

a) Co tai liéu md td quy mé, pham vi va dbéi twong st dung, khai thac, quan ly van hanh hé thdng

théng tin;

b) C6 tai liéu md ta cac thanh phan cla hé théng théng tin bao gém: cac ving mang chirc nang; hé
thdng thiét bi mang, thiét bi bao mat; hé théng may chid hé théng; hé théng may chi trng dung; dich

vu va cac thanh phan khac trong hé théng théng tin;

c) Co tai liéu mé ta loai théng tin cac thanh phan trong hé théng théng tin x& ly bao gém: théng tin
cbng cdng, théng tin riéng, thdng tin ca nhan, thong tin bi mat nha nwéc va cac loai thong tin khac

(néu co);

d) C6 tai liéu mo ta loai hé thdng thong tin can clr theo chirc ndng phuc vu hoat ddng nghiép vu bao
gdm: hé théng théng tin phuc vu hoat dong noi bod, hé thdng théng tin phuc vu ngudi dan, doanh
nghiép, hé théng co s& ha tang thong tin, hé théng théng tin diéu khién cdng nghiép, hé thdng

thong tin khac (néu co);
d) C6 tai liéu mé ta, giai thich tinh pht hop clia cp d6 dé xuét;
e) C6 y kién thdm dinh ctia don vi chuyén mon trwéc khi phé duyét cp do;

g) Binh ky 01 nam xac dinh lai cAp do an toan hé théng thdng tin hodc khi cé thay ddi, nang cép,

m& rong hé théng.

9.2.4.2 Thiét ké an toan hé théng théng tin (G5)

Yéu ciu bao gébm:

a) Co tai liéu mé ta thiét ké mod ta nhirng théng tin sau:

- Thiét ké vat ly hé thdng thong tin (thiét bi, két nbi vat ly)

- Thiét ké logic hé théng théng tin (cac phan viung mang, chirc nang);

- ng dung, dich vu hé théng (DNS, DHCP, NTP...)

- U’ng dung, dich vu phuc vu hoat déng nghiép vu

b) Cé tai lieu mé ta phwong an Iya chon gidi phap cong nghé

c) C6 tai liéu thiét ké phwong an bao dam an toan thdng tin theo yéu cu thiét ké hé théng;

d) C6 bd phan chuyén mén, t& chuyén gia danh gia, thAm dinh hd so thiét ké hé théng théng tin,
cac bién phap bao dam an toan théng tin truéc khi trién khai thuc hién;

d) Dinh ky 06 thang kiém tra tinh hop ly trong thiét ké va cac bién phap bao dam an toan théng tin
cho hé théng hoac khi mé rong, nang cip hé théng théng tin.
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9.2.4.3 Phat trién phan mém thué khoan

Yéu cau bao gém:

a) C6 tai liéu mé ta cac chirc ndng, yéu cau an toan phdn mém can dap ng;

b) C6 tai liéu mé ta phwong an, thiét ké, mé ta kha nang dap (ng cac yéu cau dat ra;
c) Phan mém can dap (ng céc tiéu chuan, quy chuan ky thuat theo quy dinh (néu co);

d) Yéu ciu cac nha phat trién cung cdp ma nguén phan mém:; thuwc hién kiém tra, danh gia an toan

thong tin cho phan mém truwée khi st dung;

d) Kiém thtr phan mém trén méi trwdng thr nghiém va dwoc nghiém thu trwde 03 thang trwde khi

dwa vao st dung;

e) C6 bén thir 3 thyc hién kiém tra, danh gia ddc 1ap an toan théng tin cho phdn mém;

g) C6 cam két clia bén phat trién vé bao dam tinh bi mat va doc quyén cia phan mém phat trién.
9.2.4.4 Thir nghiém va ban giao hé théng

Yéu cau bao gém:

a) C6 noi dung, ké hoach thtr nghiém va nghiém thu hé théng;

b) C6 bd phan co trach nhiém thwe hién nghiém thu va kiém thir hé théng;

c) C6 don vi doc lap (bén thir 3) tw van va giam sat qua trinh thwe nghiém va kiém thr hé théng;

d) C6 bao cao nghiém thu dwgc thdm dinh va xac nhan ctia bd phan chuyén trach va phé duyét cla

chd quan hé théng théng tin trwdc khi dwa vao str dung;

e) C6 xac nhan clia co quan chirc nang vé hop chuan, hop quy cla hé thdng théng tin trwédc khi

dwa vao str dung;

g) Thwe hién thir nghiém va nghiém thu hé théng trwéc 01 thang trwéc khi ban giao va dwa vao st

dung.

9.2.4.5 Cac méi lién hé v&i bén cung cap dich vu an toan théng tin

Yéu ciu bao gém:

a) C6 quy dinh vé cac yéu cau, cac thdéa thuan, quyén han va trach nhiém cta bén cung cap;

b) C6 quy trinh ky két, thwc hién, duy tri va thay déi cac cam két trong hop dong dbi véi cac bén

cung cap;
c) C6 thda thuan va cam két trach nhiém ciia méi bén truwdc khi dwoc ky két hop déng;
d) Bén cung cép dich vu an toan théng tin dwoc co quan c6 thdm quyén cip phép;

d) Bén cung cap dich vu an toan théng tin dwoc co quan cé thdm quyén chi dinh.
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9.2.5 Quan ly van hanh hé théng
9.2.5.1 Quan ly an toan mang
Yéu cau bao gém:
a) Xay dwng chinh sach quan ly an toan mang, bao gébm cac yéu ciu co ban sau:
- Chinh s&ch két néi thiét bj dau cudi clia ngudi st dung vao hé théng mang
- Chinh sach quan ly kiém soat truy nhap di vao va tr hé théng di ra
- Chinh séach truy nhap va quan ly cu hinh hé théng
- Chinh sach bdo dam an toan di liéu qua moi trwdng mang
- Chinh séach sao lwu va dy phong va khdi phuc ciu hinh hé théng
- Chinh séach ghi nhat ky hé thdng va giam sat an toan théng tin
b) Xay dwng quy trinh quan ly, van hanh hoat déng binh thwéng clia hé théng;

c) Xay dwng quy trinh cap nhat; sao lwu, dw phong cac tép tin cau hinh hé thdng va quy trinh khoi

phuc hé théng sau khi xay ra sw cb;

d) Xay dwng quy trinh ciu hinh téi wu, tdng cwdng bao mat cho thiét bj mang, bdo mat (cing hoéa)

trong hé théng va thwe hién quy trinh truéc khi dwa hé thdng vao van hanh khai thac;

d) Xay dwng quy trinh kiém tra, danh gia an toan théng tin; xt ly diém yéu, 16 héng bado mat cho cac

thiét bi mang, bao mat; dinh ky 01 thang (ho&c d6t xuét khi can thiét) thwe hién quy trinh.

e) Xay dwng quy trinh két ndi va gt nhat ky hé théng tr thiét bi mang, bao mat, thiét bi dau cudi va

cac thiét bj khac trong hé théng vé hé thdng giam sat.

9.2.5.2 Quan ly an toan may chu va trng dung

Yéu cau bao gém:

a) Xay dwng chinh sach quan ly an toan may chi va tng dung, bao gdm cac yéu cau co ban sau:
- Chinh sach vé quan ly va st dung may chi va tng dung an toan,

- Chinh sach truy nhap va quan tri may chu va rng dung,

- Chinh s&ch truy nhép mang,

- Chinh sach bao dam an toan di liéu qua mdi treéng mang,

- Chinh séach sao lwu va dy phong va khdi phuc ciu hinh hé théng,

- Chinh sach ghi nhat ky hé théng va giam sét an toan théng tin;

b) Xay dwng quy trinh quan ly, van hanh hoat déng binh thwéong cia hé théng may chi va dich vy;
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c) Xay dwng quy trinh cai dat, g& bd hé diéu hanh, dich vu, phdn mém trén hé théng may chi va
rng;

d) Xay dwng quy trinh két ndi va g& bd hé théng may chi va dich vu khdi hé théng;

d) Xay dwng quy trinh cap nhat; sao lwu, dw phong céac tép tin cdu hinh hé thdng, tép tin dw phong

hé diéu hanh va cac di¥ liéu quan trong khac va quy trinh khdi phuc sau khi xay ra sw cd;

e) Xay dwng quy trinh cau hinh ti twu va tang cuwéng bado mat (cirng héa) cho hé théng may cha va

dich vu va thuwc hién quy trinh trwéc khi dwa hé théng vao st dung;

h) Xay dwng quy trinh kiém tra, danh gia an toan théng tin xr ly diém yéu, 16 hdng bado mat cho hé

thdng may chi va dich vy, bao mat;

i) Xay dwng quy trinh két ndi va gl nhat ky hé thdng tlr hé diéu hanh, &ng dung, dich vu vé& hé

thdng giam sat.

9.2.5.3 Quan ly an toan dir liéu

Yéu cau bao gém:

a) Xay dwng chinh sach quan ly an toan di liéu, bao gdm cac yéu cau co ban sau:
- Yéu cau an toan dbi véi phwong phap ma hoa;

- Quan ly va str dung khoa bi mat;

- Phan loai, quan ly di¥ liéu bi mat;

- Co ché ma héa va kiém tra tinh toan ven cla di liéu;

- Trao dbi di¥ liéu qua méi trwdng mang va phwong tién lwu tri;

- Sao lwu, dy phong va phéi phuc di¥ liéu (tAn suét sao lwu dw phong, phwong tién lwu triv, thoi gian

lwu trir; noi lwu triv, phwong thire lwu trie va phwong thire 1y di liéu ra khéi phwong tién lwu triv).

b) Xay dwng danh sach théng tin, tép tin va di liéu, phan mém va cac tai nguyén khac trén hé

théng can dy phong:;

c) Xay dwng quy trinh sao lvu dw phong, dinh ky 01 tuan (hoac khi cé thay dbi trén hé théng can

sao lwu dy phong) thyc hién quy trinh sao lwvu dy phong;

d) Xay dwng quy trinh khéi phuc di¥ liéu dw phong;

d) Xay dwng quy trinh kiém tra, van hanh va bao tri hé thdng sao lwu dw phong.

9.2.5.4 Quan ly an toan thiét bi dau cubi

Yéu cau bao gom:

a) Xay dwng chinh sach quan ly an toan thiét bi dau cudi, bao gébm céac yéu ciu co ban sau:
- Chinh séach vé quan ly va st dung cac thiét bi dau cudi an toan;
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- Chinh sach két néi thiét bi dau cudi vao hé théng;
- Chinh séach két nédi, truy nhap va st dung thiét bj dau cudi twr xa;
- Chinh sach bao dam an toan vat ly cho thiét bj dau cudi;
b) Xay dwng quy trinh quan ly, van hanh hoat ddng binh thuéng cho thiét bi dau cudi;
c) Xay dwng quy trinh cai dat, két ndi va g& bé thiét bi dau cudi vao hé théng:;

d) Xay dwng quy trinh c4u hinh t6i twu va tdng cwdng bao mat (cirng héa) cho may tinh ngudi st

dung va thwc hién quy trinh trwéde khi dwa hé théng vao st dung;

d) Xay dung quy trinh kiém tra, danh gia an toan théng tin xir ly diém yéu, 16 hdng bao mat cho thiét

bi dau cubi.

9.2.5.5 Quan ly thiét bi hé théng

Yéu cau bao gém:

a) Xay dwng chinh sach truy nhap, quan ly va cu hinh thiét bi;

b) Quy dinh vé& cac diéu kién bdo d&m an toan vat ly cho thiét bi;

c) Xay dwng quy trinh 1ap dat, cai d&t két nbi va g& bo thiét bj khdi hé thdng;

d) Xay dwng quy trinh quan ly, van hanh khai thac hoat déng binh thwéng cla thiét bi;
d) Xay dwng quy trinh bdo dwéng, bao tri thiét bj;

e) Xay dwng huéng dan cach str dung, quan ly, van hanh thiét bi cac thiét bi ddu cudi va cac thiét bi

dw phong;

g) Chi dinh bo phan cé trach nhiém quan ly, van hanh va dinh ky kiém tra, stra chira, bao tri thiét bj

(bao gdm thiét bj va thiét bj dw phong).
9.2.5.6 Quan ly phéng chéng phan mém déc hai
Yéu cau bao gém:

a) Xay dung quy dinh cho ngui st dung vé viéc cai dat, s dung phan mém trén may tinh, thiét bi

di déng va viéc truy cép cac trang théng tin trén mang;

b) Xay dwng quy dinh vé viéc gl nhan tép tin tr méi trwrng mang va qua cac phwong tién lwu triv

di déng;

d) Xay dwng quy dinh, quy trinh vé viéc cai dat, cap nhat va sir dung phan mém diét virus; do quét,

kiém tra phan mém doc hai trén may tinh, may chi va thiét bi di dong;

d) Binh ky 01 thang (hoac khi phat hién hoat ddng khéng binh thwdng clia hé théng) thwe hién kiém

tra va do quét phan mém doc hai trén toan bd hé thdng.
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9.2.5.7 Quan ly giam sat an toan thong tin

Yéu cau bao gém:

a) Xay dwng chich sach giam sat an toan thdng tin bao gém céc yéu cau co ban sau:

- Chinh séach truy nhap va quan ly hé théng giam sat;

- Quy dinh vé viéc két nbi; gri di¥ liéu tir cac thiét bi dwoc giam sat vé hé théng giam sat;
- Quy dinh vé& nhirng loai théng tin can dwoc giam sat;

- Quy dinh vé viéc lwu trir va bdo dam an toan théng tin giam sat (nhat ky hé thdng);

- Quy dinh vé viéc déng b thoi gian gitra hé thdng giam sat va thiét bi dwoc giam sat.

b) Xay dwng quy trinh, quy dinh viéc két néi dbi twong giam vao hé thdng giam sat;

c) Xay dwng quy trinh quan ly van hanh hé théng giam sat, hé théng tap trung (néu co);
d) Xay dwng quy trinh theo déi, giam sat va cadnh bao sy cb phat hién dwgc trén hé thdng thong tin;
d) Chi dinh bd phan c6 trach nhiém giam sat hé thdng thong tin.

9.2.5.8 Quan ly diém yéu an toan thong tin

Yéu ciu bao gém:

a) Xay dwng danh muc, phién ban, chirc ndng cho cac thanh phan cé trong hé théng (thiét bi mang,
bdo mat; hé diéu hanh; may chi; ng dung, dich vu va cac thanh phan khac trong hé thdng co thé

tdn tai diém yéu an toan thong tin va cac thong tin);

b) Xay dwng danh sach ngudn cung cdp diém yéu an toan théng tin; phan nhém va mac do cua

diém yéu cho cac thanh phan trong hé théng da xac dinh;

c) Xay dwng danh sach dau méi cac nhém chuyén ra, bén cung cép dich vu hé tro, cung cap dich

vu x ly, khac phuc diém yéu an toan thong tin;

d) C6 quy dinh vé viéc cap nhat thdng tin, co' ché canh bao cac diém yéu an toan théng tin cho cac

bd phan co trach nhiém twong ng;

d) Xay dwng quy trinh, phwong an x& ly, khac phuc diém yéu an toan théng tin theo cac nhém ha

tang mang; hé diéu hanh; irng dung va dich vu va cac nhém khac néu can quan ly;

e) Xay dung cac phuong an xir ly tam thoi khi diém yéu an toan théng tin khéong/chwa cé kha nang
X ly;

g) Xay dwng quy trinh khéi phuc lai hé théng sau khi x& ly diém yéu an toan théng tin that bai;

h) Chi dinh bd phan cé trach nhiém quén ly diém yéu an toan théng tin.
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9.2.5.9 Quan ly sy c6 an toan théng tin
Yéu cau bao gom:

a) Xay dung danh séach, tiéu chi va phan loai cac sy cb an toan théng tin theo cac nhém sy cb: sy

cb an toan vat ly, sy ¢b an toan mang, s ¢d an toan may chi, sy ¢d an toan dich vu;

b) Xay dwng danh sach dau méi cac nhém chuyén ra, bén cung cap dich vu hd tro, cung cép dich

vu x ly, khac phuc sw ¢b an toan théng tin;
c) Xay dwng phwong an khac phuc, x& ly cac loai sw cb an toan théng tin twong (rng;
d) Xay dwng quy trinh phat hién va canh béo sy ¢cb an toan théng tin;

e) Xay dwng quy trinh khic phuc, xt ly sw cb an toan thong tin bao gdm: tiép nhan sw ¢, xac
minh/x&c nhan sy cd, phan loai sw cb, bao cao sw cb, thu thap théng tin d& phuc vu phan

tich sw c6, phan tich sw cd; x Iy sw cb, tdng hop bao cao, Ivu hd so sy cb;
g) Xay dwng quy trinh diéu tra, phan tich va thu thap chirng cw;

h) Quy dinh vé viéc lwu hd so qua trinh xt ly, tdng két bai hoc kinh nghiém; dwa ra bién phap ngén

chan sy cd tai phat sinh; can lwu hd so toan qua trinh thuwc hién;

i) Xay dwng quy trinh riéng dbi véi nhitng sw cd nghiém trong can x& ly d3c biét (vi du: sw cb gay
gian doan hoat ddng toan hé théng hoac 16 lot thong tin bi mat..) va chi dinh bé phan chuyén trach

thwc hién;

k) Xay dwng phwong an bao cdo co quan chirc nang (theo cac quy dinh cia nha nwéc) trong

trwdng hop can hd tro diéu phdi, xt ly;

) Chi dinh bo phan ché trach nhiém quan ly va thwe thi xt ly sw ¢d an toan thong tin.
9.2.5.10 Quan ly phwong an trng ctru khan cap

Yéu cau bao gém:

a) Xac dinh, xay dwng tiéu chi phan loai sy cb an toan théng tin can x{ ly theo phwong an &ng clru

khan cép;

b) Chi dinh va phan trach nhiém cho bd phan va thanh phan tham gia phwong an ng clru khan

cap;

c) Quy dinh vé phwong an phan bb tai nguyén (con ngwdi, tai chinh, phwong tién, bién phap ky

thuat...) cho phwong an trng ctu khan cép;
d) Xay dung phwong an &ng ctru khan cép theo tirng cap dé ng cru khan cép;
d) Xay dwng quy trinh thwc hién phwong an &ng clru khan cép;

e) Dinh ky hang ndm, t6 chirc dao tao, nang cao ky nang cho can bd chuyén trach cé trach nhiém
thwe hién phwong an (rng ctru khan cép;
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g) Binh ky hang nam té chirc dién tap phwong an (ng clru khan cép;

h) Dinh ky (hodc d6t xuat theo yéu cau thuc té) kiém tra, ra soat va cap nhat phwong an tng clru

khan cap cho phu hop véi yéu cau va tinh hinh thyc té.

9.2.5.11 Quan ly tai san

Yéu cau bao gém:

a) Xay dwng danh muc va phan loai tai sdn, bao gébm cac yéu ciu co ban sau:

- Méi tai san can co6 tai liéu bao gdm céc thdng tin co ban nhu: loai tai sén, ngudi quan ly, vi tri,

murc d0 quan trong cula tai san va trach nhiém twong ng;

- Phan loai tai san can clr vao mirc dd quan trong cla tai san tién hanh quan ly theo phan loai tai

san, can cl vao gia tri, mc d0 quan trong cua tai san lwa chon phwong thirc quan ly twong ng;

- Phan loai tai san théng tin can cr theo gia tri, mirc d& quan trong bao gdbm céc loai théng tin sau:
théng tin cdng cbng, théng tin riéng, thdng tin ca nhan, thong tin bi mat nha nwdc va cac loai théng

tin khac (néu co);

- Gan nhan théng tin can c& vao cac loai théng tin hé théng x&r ly dwoc xac dinh & trén, mdi loai
thdng tin can gan nhan twong (ng véi loai thong tin d6. Viéc gan nhan théng tin c6 thé thwe hién

bang cach md ta loai thdng tin va lwu hd so md ta cac loai thong tin d6.

b) Xay dwng chinh sach quan ly va st dung tai san trong té chirc bao gdm cac yéu cau co ban sau:
- Ban giao va thu hoi tai san;

- Quy dinh vé& quén ly, bao quan va s dung;

- Quy dinh cac diéu kién bao dam an toan cho tai san trong qua trinh st dung va bao quan;

- Quy dinh vé viéc di d&i; 1ap dat, stra chiva, bao tri, bdo dwdng;

- Quy dinh vé thanh Iy va hay b tai san.

c) Quan ly phwong tién lwu trir bao gdm cac yéu cau co ban sau:

- Quy dinh vé viéc stra chiva, tiéu hdy phwong tién Iwu trr nhw: can tién hanh ma héa ndi dung
phuwong tién lwu trir dua ra khéi méi trwdng lam viéc; dbi véi phwong tién lwu trir dwa ra stva chiva
ho&c tiéu hiy can lam sach di¥ liéu nhay cam, bi mat trong do; dbi véi phwong tién khong thé 1am
sach di liéu bat budc phai tiéu hdy thi cAn dwoc phé duyét ctia bd phan quan ly va cé sy giam sat

cta b6 phan quan ly;

- Péi voi div lieu nhay cam, bi mat can dwoc ma hoa trwdc khi lwu triv; phan loai va quan ly cac div

liéu duoc lwu triy theo tirng loai théng tin khac nhau;

- Quy dinh riéng vé viéc lwu triy, ma hoa, si dung va quan ly phwong tién lwu trir déi véi phwong

tién Iwu trlr nhirng dr liéu dac biét quan trong.
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d) Chi dinh bd phan c6 trach nhiém quan ly tai san; cé chinh sach, quy dinh vé viéc quan ly va st

dung tai san.
9.2.5.12 Quan ly thay d6i hé théng
Yéu cau bao gém:

a) Xay dwng quy trinh quan ly thay déi quy trinh nghiép vu; thay ddi té chirc, can bo lién quan dén

hoat ddng bdo d&m an toan thong tin cla td chirc;

b) Xay dwng quy trinh quan ly thay ddi ha tang vat ly: bd sung, g& bd, di chuyén, thay ddi chirc

nang cuda thiét bj phu tro trong hé théng;

c) Xay dwng quy trinh quan ly thay déi ha tdng mang: bb sung hodc g& bd két ndi mang; ciu hinh

trén thiét bi mang, bao mat, b6 sung hodc g& bd thiét bi khéi hé théng mang...;

d) Xay dwng quy trinh quan ly thay ddi trén (rng dung va dich vu: cai d&t hodc g& bé dich vu, phan

mém; két ndi mang; chinh sach truy nhap...;

d) Xay dwng quy trinh khéi phuc lai hé théng sau khi thay déi (trong trwdng hop thay déi xay ra sw
cb hodc khong hop 1y);

e) Xay dwng quy trinh thay ddi trong trwerng hop hé thdng can thay dbi khan cép.
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